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1.2

About GFI MailSecurity

Introduction to GFI MailSecurity

The need to monitor email messages for dangerous, offensive or confidential
content has never been more evident. The most deadly viruses, able to
cripple your email system and corporate network in minutes, are being
distributed worldwide via email in a matter of hours (for example, the
MyDoom worm). Products that perform single vendor anti-virus scanning do
not provide sufficient protection. Worse still, email is likely to become the
means for installing backdoors (Trojans) and other harmful programs to help
potential intruders break into your network. Products restricted to a single
anti-virus engine will not protect against email exploits and attacks of this
kind.

Your only defense is to install a comprehensive email content checking and
anti-virus solution to safeguard your mail server and network. GFlI
MailSecurity acts as an email firewall and protects you from email viruses,
exploits and threats, as well as email attacks targeted at your organization.

GFI MailSecurity is totally transparent to your users and does not require
additional user training.

Key features of GFI MailSecurity

Virus checking using multiple virus engines

GFI MailSecurity scans email for viruses using multiple anti-virus engines.
Scanning email at the gateway and at mail server level prevents viruses from
entering and/or spreading within your network. Furthermore, you can avoid
the embarrassment of sending infected emails to customers as GFl
MailSecurity also checks outgoing mail for viruses. GFI MailSecurity includes
the industrial strength Norman and BitDefender anti-virus engines that have
received various awards. You also have the option to add the AVG, McAfee
and Kaspersky anti-virus engines. Multiple anti-virus engines give you a
higher level of security since anti-virus engines complement each other and
lower the average response time to a virus outbreak. GFI MailSecurity also
includes an auto-update facility that allows you to configure the anti-virus
engines so that they automatically check and download any available updates
without administrator intervention.

Email attachment checking/filtering

GFI MailSecurity's key feature is the ability to check all inbound and outbound
email. It can quarantine all email with dangerous attachments, such as *.exe,
*.vbs and other files. Such attachments are more likely to carry a virus, worm
or email attack. Since email viruses can spread so quickly and cause
immense damage, it is best to quarantine such emails before they are
distributed to your email users. When GFI MailSecurity quarantines an email,
the administrator can review it and then delete or approve the message.

Furthermore, you might choose to quarantine mails carrying *.mp3 or *.mpg
files, as these hog bandwidth and can needlessly burden a mail server's disk
space.

Installing GFI MailSecurity GFI MailSecurity 10.1 ¢ 1
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The Attachment Checking module has effectively saved thousands of
companies from the Lovel etter virus.

Trojan and Executable Scanner

GFI MailSecurity is able to analyze incoming executables and rate the risk-
level of an executable through a GFI patented process. Through the Trojan
and Executable Scanner, GFI MailSecurity can detect and block potentially
dangerous and unknown Trojans before they enter your network.

HTML Sanitizer

The advent of HTML email has made it possible for hackers/virus writers to
trigger commands by embedding them in HTML mail. GFI MailSecurity scans
the email body parts and any .htm/.html attachments for scripting code, and
cleans up the HTML by removing all the scripting code. The HTML Sanitizer
thus protects you from potentially malicious HTML email, containing HTML
viruses and attacks launched via HTML email.

Decompression filter

The decompression filter is used to decompress and analyze compressed
files (archives) attached to emails. This filter is able to check for and block
password-protected archives, corrupted archives and recursive archives.
Furthermore, this engine can also monitor the size and amount of the files
included in an archive. You can configure this filter to quarantine or delete
archives that exceed the specified file count or file size.

GFI MailSecurity components

GFI MailSecurity scan engine

The GFI MailSecurity scan engine analyzes the content of all inbound and
outbound email. If you install GFI MailSecurity on the Microsoft Exchange
machine, it will also scan the information store. If installed on a Microsoft
Exchange 2007/2010 machine, GFI MailSecurity will scan the information
store only if the Mailbox Server Role is installed. If you install GFlI
MailSecurity on a Microsoft Exchange 2007/2010 machine with the Hub
Transport Server Role, it will also analyze internal email. When GFI
MailSecurity quarantines an email, it informs the appropriate
supervisor/administrator via Email/RSS feed, depending on the options you
configure.

GFI MailSecurity configuration

Through the GFI MailSecurity configuration, you can configure GFI
MailSecurity to fit your needs.

2 ¢ GFI MailSecurity 10.1 Installing GFI MailSecurity
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Screenshot 1 - GFI MailSecurity Configuration

GFI MailSecurity from a user's perspective

GFI MailSecurity is totally transparent to the user. This means that the user
will not notice that GFI MailSecurity is active until it blocks an email that
triggers a rule, for example, an email that contains a forbidden attachment or
a virus.

In the case of a suspicious attachment, GFI MailSecurity will quarantine the
email for review by the administrator. Optionally, the recipient will receive a
message indicating that the mail is awaiting administrator review. As soon as
the administrator approves the email, GFI MailSecurity will forward the email
to the recipient.

Add-ons - GFI MailEssentials

A companion product to GFI MailSecurity is GFI MailEssentials. GFI
MailEssentials adds a number of corporate email features to your mail server,
notably:

e Anti-spam, using a variety of methods including Bayesian analysis

Installing GFI MailSecurity GFI MailSecurity 10.1 ¢ 3



GFi

¢ Email management, including disclaimers, POP3 downloader and server-
based auto replies and more.

For more information, please visit the GFIl website at http://www.gfi.com.

NOTE: GFI MailEssentials is available at a bundle price if purchased in
combination with GFI MailSecurity.

4 o GFI MailSecurity 10.1 Installing GFI MailSecurity
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2.2

Installing GFI MailSecurity

Introduction

This chapter explains how to install and configure GFI MailSecurity. You can
install GFI MailSecurity directly on your mail server or you can choose to
install it on a separate machine configured as a mail relay/gateway server.
When installing on a separate machine, you must first configure the machine
to relay the inbound and outbound emails to your mail server prior to installing
this mail security software.

In order to function correctly, GFlI MailSecurity requires access to the
complete list of all your email users and their email addresses. This is
required in order to configure content policy rules such attachment checking
and content checking. GFI MailSecurity can access the list of email users in
two ways: either by querying your Active Directory (requires installing this
software in Active Directory mode) or by importing the list from your SMTP
Server (requires installing this software in SMTP mode). The mode to be
used depends entirely on your network setup and the machine on which you
will be installing this mail security software. You can choose the required
access mode during the installation of GFI MailSecurity.

Typical deployment scenarios

Installing GFI MailSecurity on your mail server

Emails

GFI Mailsecurity
Internet on Mail Server

Figure 1 - Installing GFI MailSecurity on your mail server

You can install GFI MailSecurity directly on your mail server, without any
additional configuration required. Moreover you can also choose any of the
two installation modes (i.e., Active Directory mode or SMTP mode) to define
how GFI MailSecurity will retrieve the list of email users since your mail server
will have access to both the Active Directory as well as to the list of SMTP
users which is contained on the mail server itself.

NOTE: GFI MailSecurity can be only installed in the following Microsoft
Exchange 2007/2010 installations:

o Edge Server Role

e Hub Transport Role (and any other Microsoft Exchange 2007/2010 server
roles which are irrelevant to GFI MailSecurity)

e Mailbox and Hub Transport Server Role (and any other Microsoft
Exchange 2007/2010 server roles which are irrelevant to GFl
MailSecurity)

Installing GFI MailSecurity GFI MailSecurity 10.1 ¢ 5
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Installing GFI MailSecurity on a mail relay server

—_— 3 —
Emails o Emails

. . Microsoft Exchange
Internet GFI MailSecurity Server

Figure 2 - Installing GFI MailSecurity on a mail gateway/relay server

When installing on a separate server (i.e., on a server which is not your mail
server), you must first configure that machine to act as a gateway (also
known as “Smart host” or “Mail relay” server) for all your email. This means
that all inbound email must pass through this machine for scanning before
being relayed to the mail server for distribution (i.e., it must be the first to
receive all emails destined for your mail server). The same applies for
outbound emails: The mail server must relay all outgoing emails to the
gateway machine for scanning before they are conveyed to the external
recipients via Internet (i.e. it must be the last 'stop’ for emails destined for the
Internet). In this way, GFI MailSecurity checks all your inbound and outbound
mail before this is delivered to the recipients.

NOTE: You must install GFI MailSecurity in SMTP Gateway mode if you are
running Lotus Notes or another SMTP/POP3 server.

NOTE: If you are running a Windows NT network, the machine running GFI
MailSecurity can be separate from your Windows NT network - GFI
MailSecurity does not require Active Directory when installed in SMTP mode.

6 ¢ GFI MailSecurity 10.1 Installing GFI MailSecurity
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Installing GFI MailSecurity in front of your firewall

Firewall

GFI MailSecurity
Perimeter (Gateway) Server

Mail Server
Microsoft Exchange

Internet

Figure 3 - Installing GFI MailSecurity on a separate machine on a DMZ

If running a Windows 2000/2003 firewall such as Microsoft ISA Server, a
good way to deploy GFI MailSecurity is to install it on a separate machine in
front of your firewall or on the firewall itself. This allows you to keep your
corporate mail server behind the firewall. GFI MailSecurity will act as a smart
host/mail relay server when installed on the perimeter network (also known as
DMZ - demilitarized zone).

NOTE: In a Microsoft Exchange Server 2007/2010 environment, the mail
relay server in the DMZ can be a machine running Microsoft Exchange Server
2007/2010 with the Edge Transport Server Role installed.

When GFI MailSecurity is not installed on your mail server:

e You can perform maintenance on your mail server whilst still receiving
email from the Internet.

o Fewer resources are used on your mail server.

e Additional fault tolerance - if anything happens to your mail server, you
can still receive email. This email is then queued on the GFI MailSecurity
machine.

NOTE: GFI MailSecurity does not require a dedicated machine when not
installed on the mail server. For example, you can install GFI MailSecurity on
your firewall (i.e. on your ISA Server) or on machines running other
applications such as GFI MailEssentials.

Installing GFI MailSecurity on an Active/Passive Cluster

NOTE: |Instaling GFI MailSecurity on a Microsoft Exchange Server
2007/2010 cluster environment is currently not supported.

Installing GFI MailSecurity GFI MailSecurity 10.1 ¢ 7
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To install GFI MailSecurity on an Active/Passive cluster you must install GFlI
MailSecurity on each node.

NOTE: Although you can install GFI MailSecurity on an Active/Passive
cluster, bear in mind that you still need to configure and manage a GFlI
MailSecurity installation per node. The configuration settings and quarantine
emails are not shared between nodes.

On each node, you have to do the following:

¢ Install GFI MailSecurity on the node local hard drive.
NOTE: Do not install GFI MailSecurity on the shared drive.

e Install the GFI MailSecurity WWW virtual directory on the node’s Default
Web Site.

e If you are installing on an IS cluster, make sure you bind GFI MailSecurity
to the Clustered SMTP Virtual Server instance.

The following steps show you how to install GFI MailSecurity in a typical
Active/Passive Cluster environment. For this scenario, assume the cluster,
named MAILCLUSTER, is made up of two nodes, named Nodel and Node2.

1. Using the Cluster Administrator console make Nodel active.

2. Install GFI MailSecurity on the local hard drive of Node2 as described in
the ‘Installing GFI MailSecurity’ section of this chapter. When you reach the
IIS Setup step of the installation, select Default Web Site to host the GFI
MailSecurity WWW virtual directory.

NOTE: The Default Web Site IP address of Node2 should not be set to ‘All
unassigned’. You should configure the Default Web Site to use the IP
address of the MAILCLUSTER machine.

3. When the GFI MailSecurity installation on Node2 completes, you should be
able to access the Node2 configuration using the following URL:
http://Node2/MailSecurity/

4. From the Cluster Administrator console, make Node2 active.

5. Install GFI MailSecurity on the local hard disk of Nodel as described in the
‘Installing GFI MailSecurity’ section of this chapter. When you reach the 1IS
Setup step of the installation, select Default Web Site to host the GFI
MailSecurity WWW virtual directory.

NOTE: The Default Web Site IP address of Nodel should not be set to ‘All
unassigned’. You should configure the Default Web Site to use the IP
address of the MAILCLUSTER machine.

6. When the GFI MailSecurity installation on Nodel completes, you should be
able to access the Nodel configuration using the following URL:
http://Nodel/MailSecurity/

7. To access the product configuration of the currently active node use the
following URL: http://MAILCLUSTER/MailSecurity/.

NOTE: To access product configuration from a remote machine you must
configure the GFI MailSecurity SwitchBoard application, making sure that
the MAILCLUSTER name/IP is specified for 1IS Mode. For more information,

8 ¢ GFI MailSecurity 10.1 Installing GFI MailSecurity
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2.3

refer to Securing access to the GFI MailSecurity configuration/quarantine
section in this chapter.

NOTE: You  will ony be able to access the URL
http://MAILCLUSTER/MailSecurity/ if you assign the IP address of the
MAILCLUSTER machine to the Default Web Site for Nodel and Node2
during the IIS Setup installation step.

8. The installation of GFI MailSecurity on an Active/Passive cluster is now
complete.

NOTE: If Service Pack 2 for Microsoft Exchange Server 2003 is not installed
on a Microsoft Exchange Server 2003 cluster installation, Internet Information
Services Web sites that are hosted on the cluster will not start automatically
when an Exchange Server 2003 virtual server fails over to a cluster node.
More information about this issue can be found in Microsoft Knowledge Base
Article 885440.

Due to the above, the GFI MailSecurity configuration could become
unavailable following a failover or moving of an Exchange Virtual Server from
one node of the cluster to the other.

Installing Service Pack 2 for Exchange Server 2003 is thus recommended.
Guidelines on how to install Exchange Server 2003 service packs in a
clustered Exchange Server environment can be found in Microsoft Knowledge
Base Article 867624.

To uninstall GFI MailSecurity from the MAILCLUSTER cluster environment
outlined above, follow these steps:

1. Using the Cluster Administrator console make Nodel active.
2. Uninstall GFI MailSecurity from Node2.
3. Using the Cluster Administrator console make Node2 active.
4. Uninstall GFI MailSecurity from Nodel.

5. The uninstallation of GFI MailSecurity on an Active/Passive cluster is now
complete.

Installing GFI MailSecurity on an Active/Active Cluster

Installing GFI MailSecurity on an Active/Active cluster is currently not
supported.

Which installation mode should | use?

Active Directory mode

When installed in Active Directory mode, GFI MailSecurity creates user-based
rules, such as Attachment Checking and Content Checking rules, based on
the list of users available in Active Directory. This means that the machine
running GFI MailSecurity must be behind your firewall and must have access
to the Active Directory containing all your email users (i.e., the machine must
be part of the Active Directory domain). You can install GFI MailSecurity in
Active Directory mode directly on your mail server as well as on any other
domain machine that is configured as a mail relay server in your domain.

Installing GFI MailSecurity GFI MailSecurity 10.1 ¢ 9
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2.5

SMTP mode

In SMTP mode, GFI MailSecurity will create user-based rules, such as
Attachment Checking and Content Checking rules, based on the list of email
users/addresses available on your mail server. This means that you must
install GFI MailSecurity in SMTP mode if your machine does not have access
to the Active Directory containing all your email users. This includes machines
that are not part of your Active Directory domain (i.e., non-domain machines)
as well as machines in a DMZ. However, you can still install GFI MailSecurity
in SMTP mode on your mail server as well as on any other machine that has
access to Active Directory containing all (email) users.

NOTE: Both installation modes have the same scanning features and
performance. The only difference between Active Directory and SMTP
installation mode is the way that GFI MailSecurity accesses/gathers the list of
email users for generating its scanning rules and notifications.

Hardware requirements

The hardware requirements for GFI MailSecurity are:
e Pentium 4 (or equivalent) - 2Ghz

e 512MB RAM

e 1.5 GB of physical disk space

Software requirements

2.5.1 Supported Operating Systems

e Windows Server 2008 Standard or Enterprise (x86 or x64) (R1 or R2)
¢ Windows Server 2003 Standard or Enterprise (x86 or x64)

¢ Windows 2000 Server/Advanced Server (Service Pack 1 or higher)

¢ Windows XP professional

¢ Windows Small Business Server 2000

¢ Windows Small Business Server 2003

e Windows Small Business Server 2008

2.5.2 Supported Mail Servers

e Microsoft Exchange Server 2010, 2007, 2003, 2000 (SP1)

e Lotus Notes 5.5, 5.0, 4.5, 4

e Any SMTP/POP3 mail server

2.5.3 Other components

e Microsoft .Net framework 2.0

¢ MSMQ - Microsoft Messaging Queuing Service

¢ Internet Information Services (IIS) - SMTP and World Wide Web services
e Microsoft Data Access Components (MDAC) 2.8

10 e GFI MailSecurity 10.1 Installing GFI MailSecurity
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Important installation notes

Windows XP

Since in Windows XP the version of Internet Information Services (lIS), is
included and is limited to serve only 10 simultaneous client connections,
installing GFI MailSecurity on a machine running Windows XP could affect its
performance.

Windows Server 2008

When installing on Windows Server 2008, the following pre-requisites are
required:

o Web Server (lIS) role

e ASP.NET

¢ Windows Authentication Services

e Microsoft SMTP Services

For more information, refer to:
http://kbase.qgfi.com/showarticle.asp?id=KBID001596

Microsoft Exchange Server 2007/2010

If you are installing on Microsoft Exchange Server 2007/2010, you need to
install one of the following roles;

e Edge Server Role,
e Hub Transport Role or,
e Mail Server and Hub Transport roles.

GFI MailSecurity cannot be installed on a Microsoft Exchange 2007/2010
machine with only Mailbox Server Role installed. In addition, IS SMTP
service is not required, since it has its own built in SMTP server.

Windows Small Business Server

When using Small Business Server, ensure you have installed Service Pack 2
for Exchange Server 2000 and Service Pack 1 for Exchange Server 2003.
Other installation configurations

Disable anti-virus software from scanning the GFI MailSecurity directories.
Anti-virus products are known to both interfere with normal operation as well
as slow down any software that requires file access. In fact, Microsoft does
not recommend running file-based anti-virus software on the mail server. For
more information, please refer to:

http://kbase.gfi.com/showarticle.asp?id=KBID001559.

GFI MailSecurity directories should never be backed up using backup
software.

Installing GFI MailSecurity GFI MailSecurity 10.1 ¢ 11
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Preparing to install GFI MailSecurity on an IIS mail relay
server

In order to install GFI MailSecurity on a mail relay/gateway machine, it must
be running the 1IS SMTP Service and World Wide Web service. You must
also configure the machine as an SMTP relay to your mail server. This means
that the MX record of your domain must be pointing to the gateway machine.

This section describes how you can configure your mail relay and install GFI
MailSecurity.

About Windows 2000/2003 IS SMTP & World Wide Web
services

The SMTP service is part of IIS, which is part of Windows 2000/2003/XP. It is
used as the message transfer agent of Microsoft Exchange Server
2000/2003, and has been designed to handle large amounts of mail traffic.

The World Wide Web service is also part of IIS. It uses the HTTP protocol to
handle web client requests on a TCP/IP network.

The IS SMTP service and World Wide Web service are included in every
Windows 2000/2003/XP distribution.

Step 1: Verify installation of IS SMTP and WWW services

GFI MailSecurity uses the Windows 2000/2003/XP 1IS SMTP service as its
SMTP server.

1. On the taskbar, click Start » Settings » Control Panel. Double-click
Add/Remove Programs and then click Add/Remove Windows
Components.

2. From the dialog on display, locate and click the Internet Information
Services (IIS) component, then click Details.

3. Select the SMTP Service check box and World Wide Web Service check
box. Click OK to start the installation of the selected services. Follow the
onscreen instructions and wait until the installation completes.

Step 2: Specify mail relay server name and assign an IP

1. On the taskbar, click Start » Settings » Control Panel. Double-click
Administrative Tools and then double-click Internet Information Services.

2. Expand the server name node, right-click the Default SMTP Virtual Server
node and then click Properties.
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Default SMTP Yirtual Server Properties

General |.-’-'-.u:u:ess| Messagesl Deliveryl LDAF Hnutingl Seu:urityl

% Diefault SMTP Wirtual Server

P addresz:

|1?2.'IE.13EI.?4 j Adwanced. .. |
[ Limit number of connections to: I'“:I

Connection lime-out [minutes]; |1 0

Enable logging

Eative o farmmat

"W3C Extended Lag File Format 7| Bopeties. |

] Cancel | Apply | Help |

Screenshot 2 - Assign an IP address to the mail relay server

3. Assign an IP address to the SMTP relay server from the IP address list
and then click OK.

Step 3: Configure the SMTP service to relay mail to your
mail server

Now you must configure the SMTP service to relay inbound messages to your
mail server.

Start by creating a local domain in IIS to route mail:

1. On the taskbar, click Start » Settings » Control Panel. Double-click
Administrative Tools and then double-click Internet Information Services.

2. Expand the server name node then expand the Default SMTP Virtual
Server and then click Domains. By default, you should have a Local
(Default) domain with the fully qualified domain name of the server.

3. Configure the domain for inbound message relaying as follows:
a) Right-click the Domains node, and then click New » Domain.
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New SMTP Domain Wizard l

YWelzome to the New SMTP Domain ‘wizard

|1ze thiz wizard to create a new domain on thiz SMTF
wirtual server,

Specify the domain Type:

¢ Back I Hest > I Cancel

Screenshot 3 - SMTP Domain Wizard - Selecting domain type

b) Select Remote and then click Next.
c¢) Type the domain name in the Name box and then click Finish.

NOTE: Upon installation, GFI MailSecurity will import Local Domains from the
IIS SMTP service. If you add additional Local Domains in IS SMTP service,
you must also add these domains to GFI MailSecurity because this does not
detect newly added Local Domains automatically. You can add more/new
Local Domains using the GFI MailSecurity configuration. For more
information, refer to the Adding Local Domains section in the General
Settings chapter of this manual.

Configure the domain to relay email to your mail server:

1. Right-click the domain you just created and then click Properties. Select
the Allow the Incoming Mail to be relayed to this domain check box.

2. In the Route domain dialog box, click Forward all email to smart host and
type the IP address (in square brackets) of the server which will handle the
emails addressed to this new domain. For example, [123.123.123.123]

NOTE: The square brackets are used to differentiate an IP address from a
hostname (which does not require square brackets), i.e., the server detects
an IP address from the square brackets.

3. Click OK.
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Cancel Apply Help
Screenshot 4 - Configure the new domain

Step 4: Secure your mail relay server

In this step, you will set up your SMTP virtual server’'s mail Relay Restrictions.
This means that you must specify which machines may relay email through
this virtual server (i.e., effectively limit the servers that can send email via this
server).

1. Right-click the Default SMTP Virtual Server node and then click
Properties.

2. In the properties dialog box, click the Access tab and then click Relay to
open the Relay Restrictions dialog box.

Relay Restrictions |

Select which computer may relay through this wirtual zerver:
& Only the list below
Al except the list below

Compuiters:
Arooess | IP Address [Mask] / Domain Mame

P Granted | 192.1.22.30

Add... | Bemove |

v Allow all computers which successfully authenticate ta relay, regardless
of the list abowve.

| k. I Cancel Help

Screenshot 5 - Relay Restrictions dialog

3. Click Only the list below and then click Add to specify the list of permitted
computers.
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Computer |

Add one of the following to the list.

= Single computer
IF addresz:
|192.1sn. 2 .| DMS Lookup...

™ Group of computers

Subnet addiess: Surmel masks

" [lamain

==

] I Cancel | Help

Screenshot 6 - Specify machines which may relay email via virtual server

4. In the Computer dialog box, specify the IP of the mail server that will be
forwarding the email to this virtual server and then click OK to add the entry to
the list.

NOTE: You can specify the IP of a single computer, group of computers or a
domain:

e Single computer: Select this option to specify one particular host that will
relay email via this server. If you want to look up the IP address of a
specific host, click DNS Lookup.

e Group of computers: Select this option to specify the base IP address
for the computers that you want to relay.

e Domain: Select this option to include all the computers of a specified
domain. This means that the domain controller will openly relay emails via
this server. Please note that this option adds processing overhead, and
may reduce SMTP service performance because it includes reverse DNS
Lookups to verify the domain name of all IP addresses that try to relay.

Step 5: Configure your mail server to relay email via the
Gateway server

After you have configured the 1IS SMTP service to send and receive email,
you must configure your mail server to relay all email to the mail relay server:

If you have Microsoft Exchange Server 4/5/5.5:

1. Start the Microsoft Exchange Administrator and double-click on Internet
Mail Service to open the properties configuration dialog box.
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Internet Mail Service [MAILFAXSRY] Properties |
[Hueues I R outing I SecLrty I
General I Permizsions I Connected Sitez I Addrezs Space I Deliven Restrictions |
Diagrhostics Lagaing I |nternet M ail I Dial-up Connections Connections
L1 o o
Internet Mail Service (MAILFA...
— Transfer Mode————— 1~ Mesgzage Deliverny
% |nbound & Outbound i~ Usze domain name syster [DMS]
" |nbound Orly = Forward all messages to host;
" Qulbound Only |1nn.125.125.13n
= Mone [Flugh Queues] ™ Dil using: I j
Advanced... | Specify by E-Mail Diomain: E-Mail Diomair... |
—&ccept Connections Service Meszage Queues—
% From any host [zecure or non-zecure] Betmy interval [hre):
" Only fram hosts using: I.-'l'-.uthenticaticun j |.25, 51,4
Specify by host; Hosztz... | Time-outs... |
[ Clierts can only submit if hamed o this server
[™ Clientz can only zubmit if authentization account matches submission address
k. I Cancel | Apply | Help

Screenshot 7 - The Microsoft Internet mail connector

2. Click the Connections tab and in the Message Delivery area click
Forward all messages to host. Type the computer name or IP of the
machine running GFI MailSecurity.

3. Click OK and restart the Microsoft Exchange Server from the services
applet.

If you have Microsoft Exchange Server 2000/2003:

You will need to set up an SMTP connection that forwards all email to GFI
MailSecurity:

1. Start the Exchange System Manager.

2. Right-click the Connectors Node, click New » SMTP Connector and
then specify the connector name.

3. Click Forward all mail through this connector to the following smart
host, type in the IP of the GFI MailSecurity server (the mail relay/Gateway
server) and then click OK.

NOTE: Always enclose the IP address within square brackets [ ]. For
example, [100.130.130.10].
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4. Select the SMTP Server that must be associated to this SMTP Connector.
Click the Address Space tab, and then click Add. Click SMTP and then click
OK to accept the changes.

5. Click OK. All emails will now be forwarded to the GFI MailSecurity
machine.

If you have Lotus Notes:
1. Double-click the Address Book in Lotus Notes.

2. Click on Server item to expand its sub-items.
3. Click Domains and then click Add Domains.

4. In the Basics section, click Foreign SMTP Domain from the Domain
Type field and in the Messages Addressed to area, type “*” in the Internet
Domain box.

5. Under the Should be routed to area, specify the IP of the machine
running GFI MailSecurity in the Internet Host box.

6. Save the settings and restart the Lotus Notes server.

If you have an SMTP/POP3 mail server:
1. Start the configuration program of your mail server.

2. Search for the option to relay all outbound email via another mail server.
This option will be called something like Forward all messages to host.
Enter the computer name or IP of the machine running GFI MailSecurity.

3. Save the new settings and restart your mail server.

Step 6: The MX record of your domain must point to the

mail relay server

NOTE: If your ISP manages the DNS server, ask this provider to update it for
you.

Since the new mail relay server must receive all inbound email first, you must
update the MX record of your domain to point to the IP of the new mail
relay/Gateway server. Otherwise, email will continue to go to your mail server
and by-pass GFI MailSecurity.

Verify the MX record of your DNS server as follows:
1. Open the command prompt, type nslookup and press Enter.

2. Type set type=mx and press Enter.
3. Type your mail domain and press Enter.

4. The MX record should return a single IP that must correspond to the IP of
the machine running GFI MailSecurity.

18 ¢ GFI MailSecurity 10.1 Installing GFI MailSecurity



2.8

2.9

W WINNTY Sy stem32' cmd.exe - nslookup

Microsoft Windows Z2BHB [Uersion 5.088.21951]
(C>» Copyright 1985-2888 Microsoft Corp.

~Documents and Settingsadministrator.GHOST>nslookup
Default Server: server—ga
Address: 1972.168.8.1

» set type=mx

SErver—ga
Address: 1972.168.8.1

M& preference = 18, mail exchanger = gatest.com
internet address = 192.168.8.153

Screenshot 8 - Checking the MX record of your domain

Step 7: Test your new mail relay server

Before you proceed to install GFI MailSecurity, verify that your new mail relay
server is working correctly.

1. Test the IS SMTP inbound connection of your mail relay server by sending
an email from an external account to an internal user (you can use web-mail,
for example MSN Hotmail, if you do not have an external account available).
Verify that the email client received the email.

2. Test the IS SMTP outbound connection of your mail relay server by
sending an email to an external account from an email client. Verify that the
external user received the email.

NOTE: Instead of using an email client, you can send email manually through
Telnet. This will give you more troubleshooting information. For more
information, refer to this Microsoft Knowledge Base article:

http://support.microsoft.com/support/kb/articles/Q153/1/19.asp

Step 8: Install GFI MailSecurity on the mail relay server

For information on how to install GFI MailSecurity, refer to Installing GFI
MailSecurity section in this chapter.

Preparing to install GFI MailSecurity on your mail server

No additional configuration is required if you are installing GFI MailSecurity
directly on your mail server. For information on how to install GFlI
MailSecurity, refer to Installing GFI MailSecurity section in this chapter.

Installing GFI MailSecurity

Before you install GFI MailSecurity, check the points below:

1. Make sure that you are logged on as Administrator or you are using an
account with administrative privileges.

2. Save any pending work and close all open applications on the machine.

3. Check that the machine you are installing GFI MailSecurity on meets the
system and hardware requirements specified earlier in this chapter.

To install GFI MailSecurity follow these steps:
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1. Run the GFI MailSecurity setup program by double-clicking on the
MailSecurity10.exe file. The installation wizard will perform some unpacking
operations and then display the Welcome page. Click Next to continue.

2. Read the license agreement displayed in the License agreement page
and click | accept the terms in the license agreement if you accept the
terms of the license agreement. Click Next to continue the installation.

NOTE: If upgrading from a previous version than GFI MailSecurity 10.1 SR8,
you will be asked to upgrade to the Firebird database. Selecting import will
prompt GFI MailSecurity to automatically launch the quarantine upgrade tool
after the installation. If you select not to import the quarantine database, any
previous quarantine data will not be used by the upgraded version. For
information on the quarantine upgrade tool, refer to Quarantine Upgrade tool
section in this manual.

3. Type the administrator email address in the Administrator Email box. If
you bought a license for GFI MailSecurity, type it in the License Key box. If
you do not have a license yet and want to evaluate GFI MailSecurity, leave
the default evaluation license key in the License Key box. Click Next to
continue the installation.

i'-x‘!:“ GFI Mailsecurity for Exchange,SMTP - Installshield Wizard |
Active Directory
Access bo active directory users I

Coes this server have access to all email users in Active Directary?

= 'es, all email users are available on Active Directary. Rules will be based on
Ackive Directary users

Mo, I do nok have Ackive Direckary ar my netbwork does nok have access to
ackive Directory (DMZ), Rules will be based on SMTP email addresses

Imstallhield

Cancel |

Screenshot 9 - Define if the server has access to all email users in the Active Directory

< Back

4. Setup will now ask you to select the mode that GFI MailSecurity will use to
retrieve the list of your email users. You must select one of the following
options:

e Yes, all email users are available on Active Directory - Select this
option to continue installing GFI MailSecurity in Active Directory mode. In
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this mode, GFI MailSecurity creates user-based rules, for example
Attachment Checking rules, based on the list of users available in the
Active Directory. This means that the machine on which GFI MailSecurity
is being installed must be behind your firewall (for example, Mail Server)
and must have access to the Active Directory containing all your email
users (i.e., the machine on which GFI MailSecurity is being installed must
be part of the Active Directory domain).

e No, | do not have Active Directory or my network does not have
access to Active Directory (DMZ) - Select this option to continue
installing GFI MailSecurity in SMTP mode. In this mode, GFI MailSecurity
will create user-based rules, for example Attachment Checking rules,
based on the list of email users/addresses imported from your mail server.
You must select this mode if you are installing GFI MailSecurity on a
machine that does not have access to the Active Directory containing the
complete list of all your email users. This includes machines on a DMZ or
machines that are not part of the Active Directory Domain. However, you
can still choose this mode to install GFI MailSecurity on machines that do
have access to the Active Directory containing all your email users.

Click Next to proceed with the installation.

i'g!,l GFI Mailsecurity for Exchange,SMTP - Installshield Wizard

IIS Setup
YWirtual Directory, Website and SMTP Server selection I

—IIS Setup
Select the website an which ko create the MailSecurity virtual direckory

oefault wieb Sike (REep: J W IR

Enter the name of the configuration virkual directory o create

IMaiISecurity

Enter the name of the RSS virtual directory ko create

IMaiISecurit';.-'RSS

—SMTP Server Setup
Select the SMTP server instance to bind MailSecurity ko

Defaulk SMTP Yirtual Server j

Imstallhield

< Back I Mexk = I Zancel

Screenshot 10 - Define your SMTP server and GF| MailSecurity virtual folder details.

5. You now need to select the server where you want to host the GFI
MailSecurity configuration pages. On this server, two virtual directories are
created to host the configuration pages and the quarantine RSS feeds. You
can specify custom virtual directory names if you want, or else leave the
defaults.
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NOTE: If you are installing on a Microsoft Exchange Server 2007/2010
machine, the [IS SMTP service is not required, since it has its own built in
SMTP server. In such a case, the SMTP Server Setup area is not displayed
and you can click Next to continue and go to step 7 directly.

GFI MailSecurity relies on the [IS SMTP service to send and receive SMTP
mail. It binds to your default SMTP virtual server (i.e., the server specified in
the MX record of your DNS Server). However, if you have multiple SMTP
virtual servers on your domain, you can bind GFI MailSecurity to any
available SMTP virtual server. To change the default SMTP connection,
select the required server from the list of available SMTP Virtual Servers
provided in this dialog box.

NOTE: After installing the product, you can still bind GFI MailSecurity to
another SMTP virtual server from the GFI MailSecurity Configuration (GFI
MailSecurity » Settings » Bindings). For more information, refer to SMTP
server bindings section in this manual.

Click Next to continue the installation.

6. Setup will now search your network and will import a list of your Local
Domains from the IIS SMTP service. GFI MailSecurity determines if an email
is inbound or outbound by comparing the domain in a sender’s address to the
list of local domains. If the address exists in the list, then the email is
outbound. Check that all your Local Domains have been included in the list on
display. If not, make sure to add any unlisted domain after the installation
completes. For more information, refer to the Adding Local Domains section
in this manual. Click Next to continue.

7. Setup will now ask you to define the folder where you want to install GFI
MailSecurity. GFI MailSecurity requires approximately 50 MB of free hard disk
space. Additionally, you must also reserve approximately 200 MB for
temporary files. Click Change to specify a new installation path or click Next
to install in the default location and proceed with the installation.

NOTE: If you are installing GFI MailSecurity on a x64 machine, it will be
installed under the c:\program files (x86)\ folder.

8. The installation wizard has now collected all the required installation
settings and is ready to install GFI MailSecurity. If you want to make changes
to these settings, click Back. Otherwise, click Install to start the installation
process.

9. During the installation, you are prompted that the setup needs to restart the
SMTP services. Click Yes to restart these services and finalize the
installation.

NOTE: If you are installing on a Microsoft Exchange Server 2007/2010
machine, you will not be prompted to restart the SMTP service.

10. When the installation completes, click Finish to close the installation
wizard.

NOTE: If you are installing on a Microsoft Exchange Server 2007/2010
machine, the installation will launch the GFI MailSecurity Post-Installation
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Wizard. Refer to the following section for information on how to use this
wizard.

NOTE: If you are upgrading from a previous version (version 9 onwards) of
GFl MailSecurity, you might be prompted to upgrade your quarantine
database to a new Firebird database format. For more information, refer to
the Quarantine Upgrade tool section in this manual.

GFI MailSecurity Post-Installation Wizard

NOTE: This section applies only when installing GFI MailSecurity on a
Microsoft Exchange Server 2007/2010 machine.

IMPORTANT: You need to complete this wizard for GFl MailSecurity to work
with Microsoft Exchange Server 2007/2010.

The GFI MailSecurity installation wizard launches the GFI MailSecurity Post-
Installation Wizard when you click Finish. The GFI MailSecurity Post-
Installation Wizard registers GFI MailSecurity with the local installation of
Microsoft Exchange Server 2007/2010 so that it can process and scan the
emails passing through the server.

To complete the GFI MailSecurity Post-Installation Wizard, follow these steps:

1. Click Next in the welcome page.

i@ GFI MailSecurity Post-Installation Wizard M =] |

Welcome to the GFI
GFI MailSecurity Post-
Installation Wizard

This wizard will install GF| Mail Security components on
the local Microsoft Exchange Server 2007, so that GFI
MailSecurity can process the emails passing through
Exchange.

NETWORKING
CONTENT SECURITY

MESSAGING ) _
To continue, click Mext.

< Back Mest = Carnzel

Screenshot 11 - GFI MailSecurity Post-Installation Wizard welcome page

2. The wizard will collect information from the Microsoft Exchange Server
2007/2010 installation, such as the list of local domains and the server roles
installed, for example Hub Transport Server Role.
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IEIGFI MailSecurity Post-Installation Wizard

Information collection
Collecting the lizt of accepted domains on the Exchange Semver.

Fleaze wait while the wizard collects the required infarmation.

< Back st > Lancel

Screenshot 12 - Collecting information from Microsoft Exchange Server 2007/2010

3. The wizard will display the accepted domain list collected from Microsoft
Exchange Server 2007/2010. If you need to specify another local domain,
type it in the Local domains box and click Add. If you want to remove a
domain that you added from this page, click on it from the list, and then click
Remove.

NOTE: The local domains you add from this page affect the GFI MailSecurity
installation only. The Microsoft Exchange Server 2007/2010 accepted
domains list is not modified.
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IEIGFI MailSecurity Post-Installation Wizard

Local domains

Specify the domaing GFl MailSecurty should treat az local.

] A

Domaing with an aztenizk nest to them form part of the accepted domain list in Eschange.
The local domainz you add here, affect the GFl MailSecunty configuration only. The

Microzoft Exchange accepted domain list iz not modified.

Local domainz

Add

. »
researchdomain. loc Femaue

< Back

Hest »

Lancel

Screenshot 13 - Local domains list

4. Click Next to continue.

5. The wizard displays a list of the Microsoft Exchange Server 2007/2010
server roles detected on this machine, and a list of the GFI MailSecurity
components it needs to register for it to be able to process and scan emails

passing through the server.
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IEIGFI MailSecurity Post-Installation Wizard

Installation Summary
The following GFl kMailSecurity components will be installed.

The wizard detected the following Exchange Server 2007 roles.

b ailbos
Hub Tranzpart
Chent Access

The following GFl MailSecurty components will be inztalled.

WESAPI
Routing Tranzport Agent
STP Tranzport Agent

Click Mest, toingtall.

Lancel |

< Back

Screenshot 14 - Server roles detected and list of components to install.

6. Click Next to install the required GFI MailSecurity components.

i@ GFI MailSecurity Post-Installation Wizard [_ O] |

Inztallaion Summary
The following GFl MailSecurity componentz will be installed.

Hub Tranzpart
Chent Access

The following GFl MailSecurty components will be inztalled.

WESAPI
Routing Tranzport Agent
STP Tranzport Agent

Click Mest, toingtall.

Inztalling components
[ 1111

< Back et > Lanzel

Screenshot 15 - Installing the required GFI MailSecurity components
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7. In the finish page, the GFI MailSecurity Post-Installation wizard will list the
GFI MailSecurity components that it successfully installed. Click Finish to
close the wizard and complete the installation of GFlI MailSecurity on a
Microsoft Exchange Server 2007/2010 machine.

i@ GFI MailSecurity Post-Installation Wizard [_ O] |
The GFI MailSecurity Post-Installation \Wizard completed
G FI successfully.
The following GFI MailSecurity components
were installed.
= g
VSAPI
Routing Transport Agent
SMTP Trans port Agent
NETWORKING
CONTENT SECURITY
MESSAGING
< Back Finizh Carzel |

Screenshot 16 - GFI MailSecurity Post-Installation Wizard finish page

Adding GFI MailSecurity to the Windows DEP Exception
List
Data Execution Prevention (DEP) is a set of hardware and software

technologies that perform memory checks to help prevent malicious code
from running on a system.

The DEP technology is available only on Microsoft Windows XP with Service
Pack 2, Microsoft Windows Server 2003 (x32 Edition) with Service Pack 1
and Microsoft Windows Server 2003 (x64 Edition). On Microsoft Windows
Server 2003 (x32 Edition) with Service Pack 1 and Microsoft Windows Server
2003 (x64 Edition), DEP is by default turned on for all programs and services
except those that the administrator selects.

If you installed GFI MailSecurity on Microsoft Windows Server 2003 (x32
Edition) with Service Pack 1 or Microsoft Windows Server 2003 (x64 Edition),
you will need to add the GFI MailSecurity scanning engine executable
(GFiScanM.exe) and the Kaspersky Virus Scanning Engine executable
(kavss.exe) to the Windows Data Execution Prevention (DEP) exception list.

To add the GFI executables in the DEP exception list follow these steps:
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1. From the Start menu load the Control Panel and choose the System
applet.

2. From the Advanced tab, click Settings under the Performance area.
3. Click the Data Execution Prevention tab.
4. Click Turn on DEP for all programs and services except those | select.

5. Click Add and from the dialog box browse to the GFI MailSecurity
installation  folder, <GFN\ContentSecurity\MailSecurity>, and choose
GFiScanM.exe.

6. Click Add and from the dialog box browse to the GFI MailSecurity
installation folder, <GFN\ContentSecurity\AntiVirus\Kaspersky\>, and choose
kavss.exe.

7. Click Apply and OK to apply the changes.

8. Restart the "GFI Content Security Auto-Updater Service" and the "GFlI
MailSecurity Scan Engine" services.

Securing access to the GFI MailSecurity
configuration/quarantine

The GFI MailSecurity configuration and quarantine store can be accessed
through a web browser and thus it is imperative that you configure proper
access security so that only authorized users can set-up rules and manage
the quarantine store.

You can configure access security to the GFI MailSecurity configuration
pages and quarantine store via the GFI MailSecurity SwitchBoard application.
To configure access security, follow these steps:

1. Click the GFI MailSecurity SwitchBoard shortcut found under Start »
Programs » GFI MailSecurity.

2. The GFI MailSecurity SwitchBoard application is loaded. You now need
to select whether you want to allow only local access to the Configuration and
Quarantine Store or else both local and remote. To allow only local access,
click Local mode, so that the Configuration and Quarantine Store can only be
accessed when working directly on the server machine where GFI
MailSecurity is installed. On the other hand, to allow both local and remote
access, click IIS mode, so that authorized users, both from the local machine
and other remote machines, can access the GFI MailSecurity Configuration
and Quarantine Store.
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# GFI MailSecurity SwitchBoard

GFIMailSecurity

Izer Interface Mode | Tracing I

— Configuration uzer interface mode

Select the user interface mode vou want o uze to configure and manage
GF1 b ail5 ecurity

" Local mode

Configure and manage GFl MailSecurity fram thiz maching anly.

15 mode

Configure and manage GFl MalSecunty remotely.

— |15 wuzer interface mode options

‘wiebsite name Default wWeb Site [http: /5
Yirtual directony : IMaiISecurity Security... |
RS5 Wirtual directony : IMaiISecurityFlSS BSS Security... |

15 mode configuration LIRL:
Ihttp:a’MINEKSSEHVE:EDa’M ail5 ecurty

15 mode quarantine LIFL:
Ihttp:;"MINEKESEHUE:EDHM allS ecuritp/guarantine

aFk. Cancel Apply

Screenshot 17 - GFI MailSecurity SwitchBoard

3. If you selected Local mode, you do not need to configure anything else. If
you selected IS mode you now need to configure the Active Directory
accounts or groups that have access to the Configuration and Quarantine
Store, and you can change the virtual directory name where the GFI
MailSecurity pages are stored.

NOTE: If you select Local mode you need to add ‘http://127.0.0.1° to the list
of trusted sites in Internet Explorer. For further information, refer to Adding
local host to the trusted sites list section below.

GFI MailSecurity SwitchBoard E3

] Flease make sure that htbpeff127.0.0.1 is present in the Internet Explarer list of Trusked Sites before accessing the
. GFI MailSecurity Configuration in local user interface mode,

Screenshot 18 - Local host address must be added to trusted sites list

4. To configure access security, click Security... next to the Virtual
Directory box.
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5. In the IIS mode access control list dialog box you can configure who gets
access to the configuration pages and the quarantine store in separate
access control lists.

IIS mode access control list [ x| |

When in IS mode, access o the configuration and quarantine URLz can be
restricted to specific users or groups. Below pou can configure access conbal
liztz for both LIRLz. 'ou can drag and drop items between locations.

— Configuration URL Access Control List

M arne | Type | Aoy | Deny | il
P MASTER-DOMAIN WAdministrators mes W r
AMASTER-DOMAINE rterprise Admins oes M r il
A MASTER-DOMAINYDomain Admins mes W r
8 MASTER-DOMAIN‘Admiristratar users r
S BUILTINMAministrators roles v r

Add... Bemove |

— Quarantine LURL Access Caontral List

I arme | Tvpe | Al | Deny | .G.l
B MASTER-DOMAIN Administrators ez W r
O MASTER-DOMAINE nterprize Admins mex W r '{?|
A MASTER-DOMAINYD omain Adming mes W r
8 MASTER-DOMAIN'Administrator userz W r
2 BUILTIN Administrators roles 3 r
Add.. Femove |
| ok I Cancel

Screenshot 19 - Configuration / Quarantine store Access Control Lists

6. To configure the accounts that get access to the configuration pages, use
the Add and Remove buttons underneath the Configuration URL Access
Control List. If you want to deny access to a listed account without removing
it from the list, select the check box under the Deny column.

7. To configure the accounts that get access to the quarantine store, use the
Add and Remove buttons underneath the Quarantine URL Access Control
List. If you want to deny access to a listed account without removing it from
the list, select the check box under the Deny column.

NOTE: To avoid reselecting the same accounts twice, once for each list, you
can easily drag and drop accounts and groups between the two lists.

8. When ready click OK.

9. If you want to specify a different virtual directory name, you can do so by
editing the entry in the Virtual directory box.
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10. Click OK to save your changes. A progress bar shows you the progress
while applying the new settings.

GFI MailSecurity SwitchBoard

Hew zettings applied successtully,

EERNENENEENENENENNENANEN]

Screenshot 20 - New SwitchBoard settings successfully applied
11. When the process completes, click OK.

Adding local host to the trusted sites list

When you configure GFI MailSecurity to be accessible only locally, you need
to add the local host address, ‘http://127.0.0.1°, to the list of trusted sites in
Internet Explorer. To do this, follow these steps:

1. Click the Control Panel shortcut under the Start menu.
2. From the Control Panel open the Internet Options applet.

3. In the Internet Properties dialog box click the Security tab and then click
the Trusted sites icon from the Web content zone list.

Internet Propetties |
General Security | Privacy I Content I Connechions I Programs I Advanced I
Select a'Web content zane to specify itz zecurity zettings.

< 0 @

[nternet Local intranet  RFEERE =S Restricted
zites

Trusted sites
Thiz zone containg Web sites that pou Citas |
bruzt not to damage your computer or —

data.

— Security level for thiz zone

Custom

Custom zettings.
- To change the setiings, click Custom Level.
- To uzge the recommended zeftings, click Default Level.

Cugtom Lewvel... | Default Level |

k. I Cancel | Apply |

Screenshot 21 - Internet properties dialog
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4. Click Sites.

5. In the Trusted sites dialog box specify ‘http://127.0.

Web site to the zone box.

0.1" in the Add this

6. Click Add. The local host address is added to the Web sites list.

Trusted sites |

‘fou can add and remove Web sites From this zone. All Web sites
in this zone will use the zone's security settings.,

Add this Web site to the zone;
| http:ff127.0.0.1 add

Web sites;

http: //* . masker-domain. com - Remove |
htkp: [ owindowsupdat e, microsoft, com
-

http: /foca. microsoft, com

hkkps: i faca. microsoft, com

htkp: ffwindowsupdate, microsaft, com

hkko: 1 windowsundate, com _I

[ Require server verification (https:) for all sites in this zone

Screenshot 22 - Trusted sites dialog

7. Click Close.

8. Click OK in the Internet Properties dialog box to close it and save the new

settings.

Securing access to the GFI MailSecurity Quarantine RSS

feeds

You can configure GFI MailSecurity to create quarantine RSS feeds on
specific quarantine folders. To configure who can subscribe to the quarantine

RSS feeds, follow these steps:

1. Click the GFI MailSecurity SwitchBoard shortcut found under Start »

Programs » GFI MailSecurity.

2. In the GFI MailSecurity SwitchBoard dialog box, click Security next to

the RSS Virtual Directory box.
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# GFI MailSecurity SwitchBoard

GFIMailSecurity

Izer Interface Mode | Tracing I

— Configuration uzer interface mode

Select the user interface mode vou want o uze to configure and manage
GF1 b ail5 ecurity

" Local mode

Configure and manage GFl MailSecurity fram thiz maching anly.

15 mode

Configure and manage GFl MalSecunty remotely.

— |15 wuzer interface mode options

‘wiebsite name Default wWeb Site [http: /5
Yirtual directony : IMaiISecurity Security... |
RS5 Wirtual directony : IMaiISecurityFlSS BSS Security... |

15 mode configuration LIRL:
Ihttp:a’MINEKSSEHVE:EDa’M ail5 ecurty

15 mode quarantine LIFL:
Ihttp:;"MINEKESEHUE:EDHM allS ecuritp/guarantine

aFk. Cancel Apply

Screenshot 23 - GFI MailSecurity SwitchBoard

3. In the IIS mode access control list dialog box you can configure who can
subscribe to the quarantine RSS feeds.
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IIS mode access control list [ x| |
Aooezs to the RSS feed: can be resticted to gpecific uzers or groupz. Below pou
can configure the access contral izt for the feed URL.

—HR55 URL Access Control List

M ame | Type | Allovs | Dery | A |
P MASTER-DOMAIN WA dmiristrators mes W I
P MASTER-DOMAINE nterprize Admins mes W r i |
A MASTER-DOMAINYD omain Adming mes W I

8 MASTER-DOMAIN Admiristrator users W r
S BUILTIN'Administratars rales 3 r

Add... Bemove
LCancel

Screenshot 24 - Quarantine RSS feeds Access Control Lists

4. Use the Add and Remove buttons underneath the RSS URL Access
Control List. If you want to deny access to a listed account without removing
it from the list, select the check box under the Deny column.

6. When ready click OK.

7. If you want to specify a different virtual directory name, you can do so by
editing the entry in the RSS Virtual directory box.

8. Click OK to save your changes. A progress bar shows you the progress
while applying the new settings.

GFI MailSecurity SwitchBoard

Mew zettingz applied succezsfully.

EEENEENENEENENEENRNENNEE]

Screenshot 25 - New SwitchBoard settings successfully applied

9. When the process completes, click OK.

Accessing the GFI MailSecurity Configuration and
Quarantine Store

This section will show you how to access the GFI MailSecurity Configuration
and Quarantine Store from the local machine or a remote machine.
Accessing the configuration from the GFI MailSecurity
machine

To access the GFI MailSecurity configuration or quarantine store from the
same machine where GFI MailSecurity is installed, i.e. locally, follow these
steps:
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1. Click the GFI MailSecurity shortcut found under Start » Programs »
GFI MailSecurity.

2. If you have configured GFI MailSecurity to be accessible only locally, via
the GFI MailSecurity SwitchBoard application, a viewer application will
automatically load up displaying the GFI MailSecurity configuration and
guarantine store.

ﬂgGFI ContentSecurity =[=] &3
L] -
GFIMailSecurity
EL6) GFI MailSe curity —
----- 4| Settings

----- 1.0 Version Information

i = Use the Configuration and Quarantine Managernent conzale to
configure and manage your GFI MailSecurity installation,

----- “%, Licensing

----- ffy Information Store Protection

----- g Content Filtering GFI MailSecurity Configuration and Quarantine Management

[ Attachment Filtering .

+_r- Virus Scanning Engines ;sn’n‘l General Settings

""" @ AntiSpam Configures adrinistrator’s ermail, autoupdater, local dornains and —
'ﬁ Decompression sratp bindings for MailSecurity,

Trojan & Executable Scanner

+_r- Email Exploit Engine ﬂ version Information

[:m HTML Sanitizer Dizplays version information.

----- 42 Patch Checking

+t-1lif Reporting Licenzing

El Realtime Monitor
-4 Quarantine Options

""" 1) Quarantine RSS Feeds @D Information Stare Protection
+-C§ Quarantine

Displays licensing information,

Configures infarmation store protection aptions,

@ Content Checking

Configures a list of content checking rules,

@ Attachment Chacking _I
-

Screenshot 26 - GFI MailSecurity accessed under local mode only

Accessing the configuration from a remote machine

To access the GFI MailSecurity configuration or quarantine store from a
remote machine, follow these steps:

1. Start Microsoft Internet Explorer.
2. In the address bar, specify the following address:

‘http://<machine name>/<virtual directory name>’ to access the configuration
or ‘http://[<machine hame>/<virtual directory name>/quarantine’ to access the
guarantine store directly.

For example:

‘http://win2k3entsvr.master-domain.com/mailsecurity’ for the configuration or
‘http://win2k3entsvr.master-domain.com/mailsecurity/quarantine’  for  the
guarantine store.

3. You will be prompted to specify a user name and password to authenticate
and determine whether you have access to the page requested. If the
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account specified has access,

quarantine store is displayed.

f'ﬁ FI MailSecurity - Windows Internet Explorer

the GFI MailSecurity configuration or

@ﬂ - |g, http://testmch-auto 11/MailSecurity /default. aspx j 9| I) Live Sea 2
1 Favorites (& GFI MailSecurity ‘ L] |
GFIMailSecurity
‘.r"@ . GF1 MailSecurity r
-4k Settings

| version Information

“w Licensing

Information Store Protection
Content Filtering

{p Attachment Filtering

+_r Virus Scanning Engines

..... 0
@ Decompression

Trojan & Executable Scanner
+_r'
Eﬂ HTML Sanitizer
----- E Patch Checking
Reporting

Realtime Maonitor

AntiSpam

Email Exploit Engine

Quarantine Options

Quarantine RS5 Feeds

Quarantine

|

JGI

Use the Configuration and Quarantine Management console to
configure and manage your GFI MailSecurity installation.

GFI MailSecurity Configuration and Quarantine Management

-

fig]

y

3
Eg

General Settings

Configures administrator’s email, autoupdater, local domains
and smtp bindings for MailSecurity.

WVersion Information

Displays version information.

Licensing

Displays licensing information.

Information Store Protection

Configures information store protection options.

Content Checking

Configures a list of content checking rules.

Attachment Checking

Configures a list of attachment checking rules.

- il

Screenshot 27 - GFI MailSecurity accessed under IS mode

2.15

10.1

Due to fundamental architectural changes between GFI MailSecurity 10.1 and
GFI MailSecurity 8, it is not possible to install GFI MailSecurity 10.1 on top of
an existing installation of GFI MailSecurity 8.

Upgrading from GFI MailSecurity 8 to GFI MailSecurity

This section therefore shows you how to:

Replace your current GFI MailSecurity 8 installation with GFI MailSecurity

Convert and import the GFI MailSecurity 8 configuration settings to GFI
MailSecurity 10.1’s new configuration database format.

L]

10.1.
L]
NOTE:

If GFI MailSecurity 8 was installed in SMTP mode and GFI

MailSecurity 10.1 is installed in Active Directory mode, you will not be able to
convert and import the settings due to user-based rules. This also applies if
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GFl MailSecurity 8 was installed in Active Directory mode and GFlI
MailSecurity 10.1 is installed in SMTP mode.

To upgrade from GFI MailSecurity 8 to GFI MailSecurity 10.1, follow these
steps:

1. Uninstall GFI MailSecurity 8.

2. When the GFI MailSecurity 8 uninstallation completes, certain files are left
behind under the root folder where GFI MailSecurity 8 was installed. One of
these files is the avapicfg.rdb file located in the Data sub-folder.

NOTE: Do not delete this file since it contains the GFI MailSecurity 8
configuration settings. You will need this file to migrate the settings from GFlI
MailSecurity 8 to GFI MailSecurity 10.1.

3. Install GFI MailSecurity 10.1 as shown in the ‘Install GFI MailSecurity’
section of this chapter.

NOTE: To install GFI MailSecurity 10.1, you need to have the following
installed on the machine:

e Microsoft .Net framework 1.1 /2.0
¢ MSMQ - Microsoft Messaging Queuing Service.

e Internet Information Services (lIS) - SMTP service and World Wide Web
service.

NOTE: Do not install GFI MailSecurity 10.1 to the same path where GFI
MailSecurity 8 was installed, to prevent files such as avapicfg.rdb from being
overwritten.

4. After the installation of GFI MailSecurity 10.1 is complete, you need to stop
all GFl-related services along with the 1IS Admin service, from the Services
control applet. Then you can run the GFI MailSecurity 8 settings migration
tool.

NOTE: You must stop the following services before going on to the next step:

e GFI Content Security Attendant Service

o GFI Content Security Auto-Updater Service
o GFI MailSecurity Attendant Service

e GFI MailSecurity Scan Engine

e 1IS Admin

e Simple Mail Transfer Protocol (SMTP).

5. To convert and import the GFI MailSecurity 8 settings to the GFI
MailSecurity 10.1 configuration database, you need to run the msec8upg.exe
tool found in the GFI MailSecurity 10.1 folder, for example:

c:\program files\GFI\ContentSecurity\MailSecurity.
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&Higrate GFI Mail5 ecurity 8 configuration settings to GFl MailSecurity 9

Fleaze browse to the MailSecurity 8 configuration database. It iz normally stored in the
k ailS ecurituh ata directary. The file name iz awvapicfg.rdb

C:AProgram Filesh\GFIWM ailS ecuntyhD atahavapicfordb i Browse,., |

Click the Migrate button to start the migration process. Migrate: |

Screenshot 28 - GFI MailSecurity 8 configuration settings migration tool

6. Double-click the msec8upg.exe file.

7. When the tool loads, click Browse. Select the avapicfg.rdb file from the
data sub-folder under the GFI MailSecurity 8 root folder.

8. Click Migrate.

NOTE: If you click Migrate and the user lookup mode of GFI MailSecurity 8
and GFI MailSecurity 10.1 do not match (for example GFI MailSecurity 8 was
installed in SMTP mode and GFI MailSecurity 10.1 is installed in Active
Directory mode or vice versa), an error like the one shown below will be
displayed. In such a case, you will not be able to convert and import the
settings due to user-based rules.

Configuration Conversion Failed

@ The uger lookup mode of your MailSecurity 8 configuration does not match weer lookup mode of your MailS ecunty 9 configuration.

Screenshot 29 - User lookup mode mismatch.

9. When the migration process completes, a Configuration was successfully
converted information dialog box will be displayed. Click OK to close the

information dialog box and click the close button Xl to close the migration
tool.

10. You now need to start all the services that you stopped in step 4 above,
from the Services control applet.

11. Use the GFI MailSecurity 10.1 configuration to check that the GFI
MailSecurity 8 settings were migrated correctly.
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2.17

Upgrading from GFI MailSecurity 9 to GFI MailSecurity
10.1

NOTE: The upgrade process cannot be reverted. If you upgrade GFI
MailSecurity to version 10.1, you cannot go back to version 9 of the product.

If you are currently using GFI MailSecurity 9, you can upgrade your current
installation. The GFI MailSecurity 9 configuration settings are kept. You need
to enter the fully purchased license key after the upgrade completes. For
information on how to obtain the new license key, Vvisit
http://customers.gfi.com.

To upgrade:

1. Launch the GFI MailSecurity 10.1 setup file on the machine on which you
have installed GFI MailSecurity 9.

2. Setup will now proceed to install GFI MailSecurity 10.1 in exactly the same
manner as a new installation. However, it will not let you change the
destination folder.

3. To continue the installation, click Install. For a detailed description, of the
installation procedure, refer to the Installing GFI MailSecurity section earlier in
this chapter.

NOTE: During an upgrade you are also asked to upgrade your quarantine
database to the new Firebird database format. For more information, refer to
Quarantine Upgrade tool section in this manual.

Quarantine Upgrade tool

Starting from GFI MailSecurity 10 SR8, Quarantine information is stored in a
Firebird database format instead of Microsoft Access database. For upgrades
between version 9 and 10 and between previous builds of version 10 to GFI
MailSecurity 10 SR8, the Quarantine upgrade tool automates to the migration
of pre-existing quarantine data to the new Firebird database format.

NOTE: The old quarantine data will not be available until imported.

2.17.1 Using the quarantine upgrade tool

The Quarantine upgrade tool is automatically launched after installing the
upgrade to GFI MailSecurity SR8. In case you need to launch it manually,
navigate to the GFI MailSecurity installation folder (typically Program
Files\GFI\ContentSecurity\MailSecurity\) and run QssUpgrade.exe
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mGF_[ MailSecurity - Quarantine Upgrade

Quarantine Upgrade tool is now ready to copy your guarantine data to Firebird database.
Press Start to begin.

ID | Sender | Recipient | DateTime | Subject

196 villian@evil com SMTP:Admini... 07/11/20... Stop this e-mail

o157 vilian@evil com SMTP:Admini... 07/11/20...  Stop this e-mail

+192  vilian@evil com SMTP:Admini... 07/11/20.. Stop this e-mail

Y195 vilian@evil com SMTP:Admini... 07/11/20... Stop this e-mail

S200 vilian@evil.com SMTP:Admini... 07/11/20.. Stop this e-mail

W 201 vilian@evil.com SMTP:Admini... 07/11/20.. Stop this e-mail

202 vilian@evil.com SMTP:Admini... 07/11/20.. Stop this email Start
203 villian@evil com SMTP:Admini... 07/11/20... Stop this e-mail

o 204 vilian@evil com SMTP:Admini... 07/11/20...  Stop this e-mail

Y205 vilian@evil com SMTP:Admiri... 07/11/20...  Stop this e-mail Stop
S206  vilian@evil.com SMTP:Admini... 07/11/20.. Stop this e-mail

207 villan@evil.com SMTP:Admini... 07/11/20.. Stop this e-mail

208 villan@evil.com SMTP:Admini... 07/11/20.. Stop this e-mail

209 villian@evil com SMTP:Admini... 07/11/20... Stop this e-mail Tell me more. .. |
210 vilian@evil com SMTP:Admini... 07/11/20...  Stop this e-mail

211 vilian@evil.com SMTP:Admini... 07/11/20.. Stop this e-mail

Y212 vilian@evil com SMTP:Admini... 07/11/20... Stop this e-mail

w13 vilian@evil.com SMTP:Admini... 07/11/20.. Stop this e-mail

214 villan@evil.com SMTP:Admini... 07/11/20.. Stop this e-mail

Current Progress: 54%

Processing. .. |C:\Documents and Settings“richard " Desktop“quarantine toolGuarStore GFl Mail Security

Screenshot 30 - Quarantine upgrade tool
1. Press Start button to start data migration.
2. Press Pause/Continue button to pause or continue data processing.

3. Press Stop button to cancel your data migration and restart at a later stage
by pressing Start again.

NOTE: Upgrading your quarantine to the firebird database format might take
long depending on the volume of your quarantine data.
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3
3.1

3.2

3.3

General settings

Introduction to settings

GFIMailSecurity

=1-{Z) GFIMailsecurity

..... B [ 2oy ][ cancel

..... 1.0)  Version Information

----- Licensing General Updates Local Domains
----- Py Information Store Protection
----- 2 Content Fitering '»-‘l General Sattings
[ Attachment Filtering
+_r- Virus Scanning Engines
----- @ AntiSpam

'ﬁ . Administrator email

Decompression

Trojan & Executable Scanner Enter the administrator's email address in the field below. Notifications sent to
7 ; . . the administrator will be sent to this email address.

"‘_r']:! Email Exploit Engine

]:m HTML Sanitizer Administrator Email

[Admini ip11.local

----- E} Patch Checking g

Il Reporting NOTE: GFI MailSecurity will communicate this email address to the GFI servers.
. . GFI will only use this email address to send important GFI MailSecurity notices
El Realtime Monitor

directly to the administrator.
- Quarantine Options

----- £ Quarantine RSS Feeds

+h{ 4 Quarantine

Screenshot 31 - GFI MailSecurity general settings page

The Settings node allows you to configure a number of general options,
including the administrator’s email address, the Update URLSs, the list of Local
Domains, the SMTP server bindings and the management of the user list
when GFI MailSecurity is installed in SMTP mode only. To configure the
general settings, click the GFI MailSecurity » Settings node.

Define the administrator’s email address

GFl MailSecurity can be configured to send email notifications to the
administrator whenever a security threat is found in an email. To set up the
administrator’s notification address:

1. Click the Settings node to open the General Settings page in the right
window.

2. In the General tab, specify the email address where you wish to send
email notifications addressed to the administrator in the Administrator Email
box.

3. Click Apply.

Configuring proxy server settings for automatic updates

GFI MailSecurity will automatically search and download updates (for
example, virus definitions updates and Trojan & Executable Scanner
definitions updates) from the GFI update servers.
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If the server on which GFI MailSecurity is installed, connects to the internet
through a proxy server, you need to configure the proxy server settings as
follows:

1. Click the Settings node to open the general settings page.
2. Click the Updates tab.

3. Select the Enable proxy server check box. In the Proxy server and Port
boxes specify the Machine Name / IP of the proxy server and the port to
connect on respectively. If the proxy server requires authentication, select the
Enable proxy authentication check box and specify the user name and
password in the Username and Password boxes respectively.

Proxy server setlings

Caonfigure proxy settings

¥ Enable proxy server
Proxy server:

[122.188.5.110 |

Port:
|z020 |

Proxy authentication settings

Caonfigure proxy authentication settings

¥ Enable proxy authentication

Usemame!:

|administratu:ur |

Password:

* For security reasons, the length in the password box above does not
neceszarily reflect the true pazsword length

Screenshot 32 - Updates server proxy settings

4. Click Apply.
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3.4 Adding Local Domains

3.5

Genetal pdates Local Darnains Bindings

Local Damains

Configure local domains

Dromain:

| [ Aad |

Local domains list:

localhost | Remove |
rmasterdamain.com

Screenshot 33 - Local Domains list

GFI MailSecurity needs to know what your local domains are to be able to
classify an email as inbound or outbound. During installation, GFI
MailSecurity will import local domains from the IIS SMTP service. If, however,
you wish to add or remove local domains afterwards, you must follow these
steps:

1. Click the Settings node to open the general settings page.

2. Click the Local Domains tab and specify the name of the domain in the
Domain box.

3. Click Add to include the stated domain in the Local domains list. If you
want to remove a listed domain, select it from the list and click Remove.

4. Click Apply.

NOTE: You can use the local domains option if you want to configure local
mail routing in IIS differently, for example, to add domains that are local for
mail routing purposes but which are not local for your mail server.

SMTP server bindings

NOTE: The SMTP Server bindings tab is not visible when GFI MailSecurity is
installed on a Microsoft Exchange Server 2007/2010 machine.
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General pdates Local Damains Bindings

SMTP Bindings

Configure SMTP bindings

Select the SMTP server from the following list.

The SMTP server instance selected will also be used to send notifications

% 1, Default SMTP Virtual Server

Screenshot 34 - Binding GFI MailSecurity to a different SMTP Server

GFI MailSecurity relies on the [IS SMTP service to send and receive SMTP
mail. By default, it binds to your default SMTP virtual server. However, if you
have multiple SMTP virtual servers installed on your machine, you can select
to which one you want to bind GFI MailSecurity. You can select your virtual
SMTP server both during the installation stage as well as from the Bindings
tab after the installation. To change the current SMTP Virtual Server:

1. Click the Settings node to open the general settings page in the right
window.

2. Click the Bindings tab and select the required SMTP Virtual Server from
the available list of servers present in your domain.

3. Click Apply.

Managing local users in SMTP mode

When you install GFI MailSecurity in Active Directory mode, the list of local
users is stored in the Active Directory store. When you choose to install GFI
MailSecurity in SMTP mode, the list of local users is stored in a database
managed by GFI MailSecurity.

To populate and manage the user list when GFI MailSecurity is installed in
SMTP mode, a User Manager is available under the Settings node.
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General Updates Lacal Demains Bindings Uszer banager

$ Uzar Manager

Configure local users

Email address:

| [ Add q

Local Users:

john@localhost | Remuove |

Screenshot 35 - User Manager

The User Manager tab displays the current list of local users, and it allows
you to add or remove local users. The list of local users entered here is used
when configuring user-based rules, such as Attachment Checking rules and
Content Checking rules.

To add a new local user follow these steps:
1. Enter the email address in the Email address box.
2. Click Add.

NOTE: GFI MailSecurity uses the local domains list, configurable from the
Local Domains tab, to determine whether a new email address is local or
not. A notification dialog box is displayed if you enter a non-local user, as
shown in the screenshot below.
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Microsoft Internet Explorer |

" E The email address entered must belong to one of the local domaing in the Local Domains tab
L]

Screenshot 36 - Non-local user entered

3. Repeat steps 1 and 2 to add more than one local user.
4. Click Apply.

To remove a local user follow these steps:
1. Select the local user you want to remove from the Local Users list.

2. Click Remove.
3. Repeat steps 1 and 2 to remove more than one local user.
4. Click Apply.

46 ¢ GFI MailSecurity 10.1 General settings



GFl

\

Configuring virus checking

Configuring Virus Scanning Engines

The virus-checking feature of GFI MailSecurity scans all SMTP traffic,
inbound and outbound emails, for viruses using multiple Virus Scanning
Engines. When GFI MailSecurity is installed on the Microsoft Exchange
server machine, you can also configure GFI MailSecurity to scan the
information store for viruses.

NOTE: When GFI MailSecurity is installed on a Microsoft Exchange Server
2007/2010 machine, Information Store Protection is available only when
the Mailbox Server Role and Hub Transport Server Role are installed.

GFI MailSecurity ships with both Norman and BitDefender Virus Scanning
Engine as standard. However, you can optionally license the AVG, Kaspersky
and McAfee Virus Scanning Engines, which are supported as well. All of the
aforementioned anti-virus packages are proven and reliable virus detection
engines, which have received many awards and certifications, including the
industry leading certifications of ICSA.

GFIMailSecurity

=1-(Z) GFIMailSecurity |

| »

Apply | | Csancel
----- & Settings
----- [16] version Information Virus Scanning
Licensing
----- @y Information Store Protection Virus Scanning Engines

----- 2 Content Filtering
¥ Attachment Filtering

----- @ AntiSpam

Jﬁ Decompression
15 eIl s iy To configure a particular engine's settings. click on the engine's node in the left

+_r- Email Exploit Engine hand pane.

- HTML saritizer

You can review the status of your virus scanning engines and configure the order
in which they execute below.

Engine Status License Priority
..... E} Patch Checking Gateway scanning: Enabled Evaluati
: ) [{ merman Anti-virus Information Store i 0 4+
b1l Reporting scanning: Enabled
-[8] Realtme Monitor Gatevay scanning: Enabled o |
Y . . @ McAfee Anti-Virus Information Store i i A
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Kasparsky Anti- | Gateway scanning: Enabled
N X 1 Vi P v Information Store i
+-§ Quarantine irus scanning: Enabled icense

----- EN Quarantine RSS Feeds ]
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Gateway scanning: Enabled
Information Store
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scanning: Enabled
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Virus
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icense

Screenshot 37 - Virus Scanning Engines status page

You can view the operational and license status of each Virus Scanning
Engine along with the execution sequence of the installed Virus Scanning
Engines by clicking on the GFI MailSecurity » Virus Scanning Engines
node.

The Virus Scanning Engines are listed in the same order of priority used by
GFI MailSecurity to scan emails for viruses (Priority 0 being the highest or top

priority).
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Each Virus Scanning Engine must be configured separately. To configure
virus checking, click the required Virus Scanning Engine from the Status page
on display in the right window. Alternatively, you can expand the Virus
Scanning Engines node and click the required Virus Scanning Engine node
(for example, Kaspersky).

NOTE: If you are running GFI MailSecurity on a Microsoft Exchange machine
and the Information Store Scanning status is set to Disabled for all Virus
Scanning Engines, the Information Store Scanning feature is disabled. The
GFI MailSecurity configuration will inform you with a dialog that the
Information Store Scanning feature is going to be disabled since you are
trying to disable the only Virus Scanning Engine left which is set to scan the
Information Store. If you click OK, the particular virus-scanning engine will
have the Information Store Scanning feature disabled and so will the overall
Information Store Scanning feature. If you click Cancel, the virus-scanning
engine will not have the Information Store Scanning feature disabled and the
overall Information Store Scanning feature will remain active since there is at
least one virus-scanning engine that is still configured to scan the Information
Store.

Microsoft Internet Explorer |

“‘?f) This will disable infarmation skare prakection.

Zancel |

Screenshot 38 - Information Store Scanning will be disabled.

If the overall Information Store Scanning feature is disabled, you need to
enable it from the Information Store Protection node before you can
configure any Virus Scanning Engine to scan the Information Store. If you try
to configure a Virus Scanning Engine to scan the Information Store and the
feature is disabled from the Information Store Protection node, the GFI
MailSecurity configuration will inform you about this with a dialog as shown in
the screenshot below.

Microsoft Internet Explorer [ x|

f Enable information store protection fram the Infarmation Store Protection node before enabling Infarmation Store Scanning For virus
L] ENgines,

Screenshot 39 - Enable Information Store protection before configuring a Virus Scanning Engine

AVG configuration

NOTE: The AVG virus engine must be purchased separately: This engine is
not included in the base product. As standard, GFI MailSecurity includes both
the Norman and the BitDefender anti-virus engines. For pricing information on
adding the AVG anti-virus engine, please visit the GFI website (www.gfi.com).
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Screenshot 40 - Anti-virus Scanning Engines: AVG configuration page (General Tab)

To configure the AVG engine:

1. Expand the GFI MailSecurity » Virus Scanning Engines node and then
click AVG.

2. To scan SMTP traffic using this Virus Scanning Engine, select the Enable
Gateway Scanning (SMTP) check box. You now need to select whether you
want to scan inbound and outbound emails using this Virus Scanning Engine.
To scan inbound emails select the Scan Inbound Emails through SMTP
Transport Event Sink check box. To scan outbound emails select the Scan
Outbound Emails through SMTP Transport Event Sink check box.

3. If you installed GFI MailSecurity on the Microsoft Exchange machine, you
will also have the option to scan the Information Store using this Virus
Scanning Engine. To scan the Information Store select the Enable
Information Store Virus Scanning (VSAPI) check box.

NOTE: When GFI MailSecurity is installed on a Microsoft Exchange Server
2007/2010 machine, information store scanning is available only when the
Mailbox Server Role and Hub Transport Server Role are installed.

4. The configuration settings required in the Actions and Updates tabs are
identical for all the installed virus-scanning engines. For more information on
how to configure these parameters, refer to the Virus scanner actions and
‘Virus scanner updates’ sections in this chapter.

5. After you have configured all the required parameters, click Apply. All
changes and configuration settings will take effect immediately.
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NOTE: The section at the bottom of the General tab displays information on
the scanning engine. This includes the Virus database version and release
date. License details for the current anti-virus engine are also displayed.

AVG web site

For more information about the virus patterns included in the AVG engine,
visit the AVG website at http://www.grisoft.com.

Kaspersky configuration

NOTE: The Kaspersky virus engine must be purchased separately: This
engine is not included in the base product. As standard, GFI MailSecurity
includes both the Norman and the BitDefender anti-virus engines. For pricing
information on adding the Kaspersky anti-virus engine, please visit the GFl
website (www.gfi.com).

GFIMailSecurity
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Screenshot 41 - Anti-virus Scanning Engines: Kaspersky configuration page (General Tab)
To configure the Kaspersky engine:

1. Expand the GFI MailSecurity » Virus Scanning Engines node and then
click Kaspersky.

2. To scan SMTP traffic using this Virus Scanning Engine, select the Enable
Gateway Scanning (SMTP) check box. You now need to select whether you
want to scan inbound and outbound emails using this Virus Scanning Engine.
To scan inbound emails select the Scan Inbound Emails through SMTP
Transport Event Sink check box. To scan outbound emails select the Scan
Outbound Emails through SMTP Transport Event Sink check box.
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3. If you installed GFI MailSecurity on the Microsoft Exchange machine, you
will also have the option to scan the Information Store using this Virus
Scanning Engine. To scan the Information Store select the Enable
Information Store Virus Scanning (VSAPI) check box.

NOTE: When GFI MailSecurity is installed on a Microsoft Exchange Server
2007/2010 machine, information store scanning is available only when the
Mailbox Server Role and Hub Transport Server Role are installed.

4. The configuration settings required in the Actions and Updates tabs are
identical for all the installed Virus Scanning Engines. For more information on
how to configure these parameters, refer to Virus scanner actions and Virus
scanner updates sections in this chapter.

5. After you have configured all the required parameters, click Apply. All
changes and configuration settings will take effect immediately.

NOTE: The section at the bottom of the General tab displays information on
the scanning engine. This includes the Virus Scanning Engine version, virus
signature count and the date of the current virus signature files. License
details for the current anti-virus engine are also displayed.

Kaspersky web site

For more information about the virus patterns included in the Kaspersky
engine, visit the Kaspersky website at http://www.kaspersky.com.

BitDefender configuration
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Screenshot 42 - Virus Scanning Engines: BitDefender configuration page (General Tab)

To configure the BitDefender engine:
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1. Expand the GFI MailSecurity » Virus Scanning Engines node and then
click BitDefender.

2. To scan SMTP traffic using this Virus Scanning Engine, select the Enable
Gateway Scanning (SMTP) check box. You now need to select whether you
want to scan inbound and outbound emails using this Virus Scanning Engine.
To scan inbound emails select the Scan Inbound Emails through SMTP
Transport Event Sink check box. To scan outbound emails select the Scan
Outbound Emails through SMTP Transport Event Sink check box.

3. If you installed GFI MailSecurity on the Microsoft Exchange machine, you
will also have the option to scan the Information Store using this Virus
Scanning Engine. To scan the Information Store select the Enable
Information Store Virus Scanning (VSAPI) check box.

NOTE: When GFI MailSecurity is installed on a Microsoft Exchange Server
2007/2010 machine, information store scanning is available only when the
Mailbox Server Role and Hub Transport Server Role are installed.

4. BitDefender Control also allows you to block or ignore emails with
attachments that contain macros. This feature can be configured by selecting
one of the following options:

¢ Do not check macros - Select this option if you want GFI MailSecurity to
ignore macros and only scan emails for viruses.

e Block all documents containing macros - Select this option if you want
to quarantine all emails that contain a macro (even if the macro is a
genuine one).

NOTE: Quarantining of emails depends on the Actions configured in the Virus
Scanning Engine. If you select Delete item in the Actions tab of the Antivirus
Engine, all emails containing macros will still be DELETED (i.e. they are NOT
Quarantined).

5. The configuration settings required in the Actions and Updates tabs are
identical for all the installed Virus Scanning Engines. For more information on
how to configure these parameters, refer to the Virus scanner actions section
and Virus scanner updates section in this chapter.

6. After you have configured all the required parameters, click Apply. All
changes and configuration settings will take effect immediately.

NOTE: The section at the bottom of the General tab displays information on
the scanning engine. This includes the Virus Scanning Engine version and
the virus signature count. License details for the current anti-virus engine are
also displayed.

BitDefender website

For more information about the virus patterns included in the BitDefender
engine, visit the BitDefender website at http://www.bitdefender.com

McAfee configuration

NOTE: The McAfee engine is purchased separately: the engine is not
included in the base product. As standard, GFI MailSecurity includes both the
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Norman and the BitDefender anti-virus engine. For pricing information on
adding the MacAfee anti-virus engine, please visit the GFI website

(www.gfi.com).
The configuration options of the McAfee Virus Scanning Engine are identical

to those of the BitDefender engine. For more information on how to configure
these options, refer to BitDefender configuration section earlier in the manual.

NOTE: The section at the bottom of the General tab displays information on
the scanning engine. This includes the Virus Scanning Engine version, virus
signature count and the date of the current virus signature files. License
details for the current anti-virus engine are also displayed.
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Screenshot 43 - Virus Scanning Engines: McAfee configuration page (General Tab)

McAfee website

For more information about the virus patterns included in the McAfee engine,
visit the McAfee website at http://www.mcafee.com
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Norman configuration

The configuration options of the Norman Virus Scanning Engine are identical
to those of the BitDefender engine. For more information on how to configure
these options, refer to BitDefender configuration section earlier in the manual.

NOTE: The section at the bottom of the General tab displays information on
the scanning engine. This includes the Virus Scanning Engine version, virus
signature count and the date of the current virus signature files. License
details for the current anti-virus engine are also displayed.
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Screenshot 44 - Virus Scanning Engines: Norman configuration page

Norman website

For more information about the virus patterns included in the Norman Virus
Control (NVC) engine, visit the NVC website at http://www.norman.com
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Screenshot 45 - Virus Scanning Engine: Configuration page (Actions Tab)

In GFI MailSecurity, you can configure what each of the installed Virus
Scanning Engines should do whenever an infected email is detected. To
configure the actions of a virus scanner:

1. Select the virus scanner that you want to configure and click the Actions
tab.

2. Choose one of the following options:

e Quarantine item - Select this option if you want to quarantine all virus-
infected emails detected by this Virus Scanning Engine. You can
subsequently review (approve/delete) all the quarantined emails.

o Delete item - Select this option to delete all virus-infected emails detected
by this Virus Scanning Engine.

NOTE: This option overrides the settings configured in the General tab. i.e. If
in the General tab, you selected Block all emails containing a macro (i.e.
guarantine all emails even the ones having a genuine macro) but at the same

Configuring virus checking GFI MailSecurity 10.1 ¢ 55



GFi

time you have enabled the Delete item option, ALL emails containing a
macro will be deleted.

3. To send email notifications whenever an infected email is detected, enable
any of the following options:

e Notify local user - Select this option if you want to notify the email local
users when this filter detects a virus.

NOTE: If a threat is detected in an outbound email, the recipients will receive
the original email with the malicious parts removed. A security notice is
attached to the email to inform the recipients what email parts were removed
and for what reason. This behavior is always enabled and is not affected by
this setting.

¢ Notify administrator - Select this option if you want to notify the
administrator whenever this virus scanner detects an infected email.

4. Select the Log occurrence to this file check box and specify a log file
name in the box below, if you want to log the virus scanning activity to a log
file. You can specify either the file name only or else the full path to a custom
location on disk.

56 ¢ GFI MailSecurity 10.1 Configuring virus checking



GFl

\

4.8 Virus scanner updates

General | Ackions pdates

Configure the Autormatic Updates For This Profile

¥ Automatically check for updates

Dovnloading opton:

Puatornatic Checking For Updates

Automatic update options

Configure the autormatic update options,

IEhedcf-:-rupdates and download ;I

Download /check after the specified number of hours:

Last update:
10/12/2009 16:12:33

Update options

¥ Enable email notifications upon successful updates (MNotifications will always
be sent for unsuccessful updates).

Click the button below to farce the updater service to download the most recent
updates,

Lownload updates

Screenshot 46 - Virus Scanning Engines: Configuration page (Updates Tab)

You can configure GFI MailSecurity to download virus scanner updates
automatically or to notify the administrator whenever new updates are
available. To configure the automatic updates of a particular virus scanner:

1. Select the virus scanner that you want to configure and from the right
window, click the Updates tab.

2. Select the Automatically check for updates check box to enable the
auto-update feature.

3. From the Downloading options list, select one of the following:

Only check for updates - Select this option if you want GFI MailSecurity
to just check and notify the administrator whenever updates are available
for this virus scanner. This option will NOT download the available
updates.

Check for updates and download - Select this option if you want GFI
MailSecurity to check and automatically download any updates available
for this virus scanner.

Configuring virus checking GFI MailSecurity 10.1 ¢ 57



GFi

4.9

4.10

4. Specify how often you want GFI MailSecurity to check/download updates
for this Virus Scanning Engine, by specifying an interval value in hours.

Triggering the virus update manually

To check/download updates for the current Virus Scanning Engine
immediately, click Download updates.

Setting the Virus Scanning Engines scan priority

To configure the execution order of the Virus Scanning Engines, follow these
steps:

1. Click the GFI MailSecurity » Virus Scanning Engines node.

Engine Status License Prority

88 Ava anti-viras Gateway scanning; Enabled Licensed 0O & ¥
Infarrmmation Store scanning: Enabled

{:-—? BitDefender Anti-Virus Gateway Franningi Enab!ed Licensed 1 A
Infarrmmation Store scanning: Enabled

@l Morman Anti-Wirus Gateway scanning: Enab!ed Licensed 2 LT
Infarrmmation Store scanning: Enabled

m Meafee Anti-Viras Gateway Franningi Enab!ed Licensed 32 A
Infarrmmation Store scanning: Enabled

o Kaspersky Anti-Virus Seiizuep ceanmlugs Insllae Licensed 4 A

Infarrmmation Store scanning: Enabled

Screenshot 47 - Virus Scanning Engines: scan priority list

2. In the right pane, the Virus Scanning Engines are listed in descending
order of priority.

NOTE: The priority assigned to each virus scanner determines the sequence
when each anti-virus engine gets to scan the content. The scanner with
priority O is the first to start scanning an email. Upon completion, the Virus
Scanning Engine with priority 1 scans the email and so on. This means that
the Virus Scanning Engine listed at the top of the list is the first to scan
emails, if it is enabled.

3. To change the virus scanning execution priority, click the (up) 4+ or (down)
¥ arrows to respectively increase or decrease the priority of the virus
scanner. Repeat the same procedure until the virus scanner reaches the
desired position in the priority/execution sequence list.

Configuring Virus Scanning optimizations

From the GFI MailSecurity » Virus Scanning Engines node you can
instruct GFI MailSecurity to stop virus scanning an item if a number of virus
scanning engines already detected a virus in that item.

To enable this option, select the Stop virus scanning the current item, if
viruses are detected by check box, and specify the number of virus
scanners that need to detect a virus to stop virus scanning, in the box. Click

Apply.
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Yirus Scanning Opbimizatons

I Stop virus scanning the current item, if viruses are detected by:

wirus scanners

¥ 5top scanning even for non-virus related threats.

Screenshot 48 - Configure virus scanning optimizations

For example, if you select this option and enter 2 in the box, virus scanning
on an item that contains a virus is performed by at most two virus-scanning
engines, if they detect it. Emails that do not contain a virus are scanned by all
enabled virus-scanning engines anyway.

If you want to streamline further the path taken by items containing a virus,
select the Stop scanning even for non-virus related threats check box and
click Apply. This option will instruct GFI MailSecurity to stop further scanning
of the current item, such as with Attachment Checking and so on, since the
amount of virus-scanning engines you specified have detected a virus.

Configuring Information Store Scanning

NOTE: The Information Store Protection node is only available if you install
GFI MailSecurity on the Microsoft Exchange machine.

NOTE: When GFI MailSecurity is installed on a Microsoft Exchange Server
2007/2010 machine, Information Store Protection is available only when
the Mailbox Server Role and Hub Transport Server Role are installed.

This section will show you how to enable or disable Information Store
Scanning, and select the scan method used by VSAPI (Virus Scanning API).

To configure the Information Store Scanning feature, follow these steps:
1. Click the GFI MailSecurity » Information Store Protection node.

2. In the Information Store Virus Scanning tab, you can enable or disable
Information Store Scanning by selecting/clearing the Enable Information
Store Virus Scanning check box accordingly. The status of the Virus
Scanning Engines used to scan the Information Store is also displayed.
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Screenshot 49 - Information Store Protection node

NOTE: When you disable Information Store Virus Scanning, the Information
Store Scanning option of all Virus Scanning Engines is disabled
automatically. When you enable Information Store Virus Scanning, the
Information Store Scanning option of all Virus Scanning Engines is enabled
automatically. This setting does not affect the Gateway scanning option of
each Virus Scanning Engine. The GFI MailSecurity configuration will prompt
you about this action as shown in the screenshot below. If you need to enable
or disable the Information Store Scanning option for a specific Virus Scanning
Engine, please refer to the Configuring Virus Scanning Engines section
earlier in this chapter.

Microsoft Internet Explorer [ x|

All virus scanning engines are by default enabled For Information Store Wirus Scanning. You can use the Virus Scanning Engines node
. should vou wish to disable any of the engines.

Screenshot 50 - All Information Store Virus Scanning Engines have been enabled.

3. To configure what VSAPI scan method to use, click the VSAPI Settings
tab.
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Enabling background scanning will cause all the contents of the Information

AVG Anti-Virus Store to be scanned. Depending on how many items you have in the
Information Store, the Exchange server might get very busy during this
----- @ AntiSpam process. It is recommended that this option be enabled only during times of

. low server activity, typically at night.
'ﬁ Decompression

Trojan & Executable Scanner

y o )
+-- Email Exploit Engine On-access scanning
i " New items in the Information Store are scanned through VSAFPI as they
lﬁ L Sanitizer are accessed. New email messages are therefore scanned as they are
= = accessed by the email client. This means that there might be a short
E Patch Checking delay before the email client displays the contents of a new message.
+h1lll  Reporting
El Realtime Monitor @ pro-active scanning
- : : When a new item is submitted to the Information Store it is immediately
uarantine Options
$:§h_ Q P added to & queue for scanning. If 2 new item is accessed while it is still in
..... .| Quarantine RS5 Feeds the scanning queue, it will be allocated a higher priority for scanning. If an
) ) email client attempts to access a new message while it is still in the
L4 Quarantine scanning queue, scanning of this message will therefore receive higher
priority.

This is the recommended mode of operation, since it causes the
Information Store to attempt scanning of an item upon receipt, doing avay
as much as possible with the delay associated with on-access scanning.

Screenshot 51 - VSAPI scan settings

4. From the VSAPI Settings tab, you can enable background Information
Store Scanning, by selecting the Enable background scanning check box.
This option will cause all the contents of the Information Store to be scanned,
which depending on the amount of items stored in the Information Store could
result in a huge processing load on the Exchange server. For this reason, it is
recommended that this option be only enabled during periods of low server
activity such as during the night.

5. Select a VSAPI scan method from the following:

On-access scanning - New items in the Information Store are scanned
as soon as they are accessed by the email client. This scan method will
thus introduce a short delay before the email client can display the
contents of a new message.

Pro-active scanning - New items added to the Information Store are
added to a queue for scanning. When a mail client tries to access an item
that is still in the queue, it will be allocated a higher scanning priority so
that it is scanned as soon as possible. This is the default and
recommended mode of operation, since in general the delay associated
with on-access scanning is avoided because new items are added to the
gueue immediately and are usually scanned before a mail client requests
access to the item.

6. To save and instruct GFI MailSecurity to make use of the new settings,
click Apply.
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5.2

Configuring Content Filtering

Introduction

The Content Filtering feature allows you to set up rules to filter emails
containing particular keywords or a combination of keywords in an email. A
rule is composed of:

o Keywords to block in the email body, subject or attachment
e Actions to take when a keyword is found
e The users to which a rule applies.

NOTE: Although this feature can be used as a filter against spam email, it is
recommended to use dedicated software to block spam. For more
information, refer to:

http://kbase.gfi.com/showarticle.asp?id=KBID003342

Content Filtering

@ Configure content filkaring settings

Thisz filter generates alerts az well as blocks, guarantines and moves to specific foldars
all inboundfoutbound emails containing listed keywords,
MOTE: This iz MOT an anti-spam feature, For rmore information click here,

Add Rule...

| Remove Selacted || Enable Selacted || Dizable Selacted

[T Rule

Status Priority
[T CONTENT POLICY: Block Racial Content Enabled i} E
[T CONTEMT POLICY: Black Sexual Content Enabled 1 Erab
[T CoOMTEMT POLICY: Black Profanities Dizabled 2 Erab

Screenshot 52 - Content Filtering page

To configure keyword-blocking rules, navigate to the Content Filtering node
from the GFI MailSecurity Configuration. This page allows you to view, create,
enable, disable or delete rules.

Creating a Content Filtering rule

1. Navigate to GFl MailSecurity » Content Filtering node and click Add
Rule....
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Content Checking Cptions

Rule name

Pleasze specify a friendly name for this rule:

Mew Cantent Chedking Rule

Email chacking

Thiz rule can be applied to baoth inbound and autbound emails. Select below:

¥ check inbound emails
¥ theck outbound emails

PGP Encrypbon

Thiz rule can be set to black any PGP encrypted mail. Enable ar dizable thiz
option below:

[ Block PGP encrypted emails

Screenshot 53 - Content Filtering: General Tab

2. Specify a name for the rule in the Rule name text box.

3. Select which emails to scan.
Check inbound emails Select this option to scan incoming emails
Check outbound emails Select this option to scan outgoing emails

4. To block emails encrypted using PGP technology, select Block PGP
encrypted emails.

NOTE: PGP encryption is a public-key cryptosystem often used to encrypt
emails.

5. Select the Body tab to specify the keywords in the email body to block.

6. Select Block emails if content is found matching these conditions
checkbox to enable scanning of body for keywords.
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Edit condiion:

— AND

AND NOT

it

- OR NOT

| sdd Condition || Update |

Conditions list

All these conditions are validated as a single condition using the OR operator for each
entry, Clicking on an entry will copy the condition text in the condition entry above for
editing.

Current conditions:

Remowe

Screenshot 54 - Content Filtering: Body Tab- setting conditions

7. From the Condition entry area, key in keywords to block in the Edit
condition box. You can also use conditions AND, OR, AND NOT and OR
NOT to use a combinations of keywords.

8. To add the keyword or combination of keywords keyed in, click Add
Condition.

NOTE 1: To modify an entry in the Conditions list, select it and make the
required changes in the Condition entry box. Click Update to apply
changes.

NOTE 2: To remove an entry from the Conditions list, select it and click
Remove.
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Conditions list

All theze conditions are validated asz a zingle condition using the OR operatar far each
entry, Clicking on an entry will copy the condition text in the condition entry above for
editing,

Current conditions:

™ mMatch whole words only

[ Apply above conditions to attachments

Attachment filtering

¥ Check all attachments having file extensions in this list

£ Check all except attachments having file extensions in this list

File extension entbry:

(eg. txt)

(eg.ipg)

| [ Add |

File extensions:

Remowe

Screenshot 55 - Content Filtering: Body Tab- configuring other options

9. From the Options area, configure other settings:

Match whole words only Block emails when the keywords specified match whole
words.

Apply above conditions to Select this option to apply this rule also to text in

attachments attachments. In the Attachment filtering area specify the

attachments to apply or exclude from this rule.

10. Select the Subject tab to specify keywords to block in the email subject.
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General By Subject Actions sersiFalders

Content Checking Adtions

v Enable subject content checking

Block emails with the following phrases in the "Subject” field

Enter phrase:

|| £dd |

Phrases:

| Remowve Selected |

™ Match whole words only

Screenshot 56 - Content Filtering: Subject Tab

11. Select Enable subject content checking to enable scanning for
keywords in the email subject.

12. In the Enter phrase text box, specify keywords to block, and click Add.

NOTE: To remove an added keyword, select it from the Phrases box and
click Remove Selected.

13. From the Options area, configure how keywords are matched. Select
Match whole words only to block emails where the keywords specified
match whole words in the subject.

14. Click the Actions tab to configure what should be done when this rule is
triggered.

15. To block an email that matches the rule conditions, select Block
attachment and perform this action and select one of the following options:
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Quarantine email Stores emails containing the keyword(s) in the Quarantine Store.
You can subsequently review (approve/delete) all the quarantined
emails. For more information about Quarantine refer to the

Quarantine chapter in this manual.
Delete email Deletes emails containing the blocked keyword(s).

Move to folder Moves the email to a folder on disk. Key in the full folder path where
to store blocked emails.

16. You can configure rule to send email notifications to the administrator
and/or user whenever an email containing an attachment is blocked. To do
this, from the Notification options area select:

Notify Notify the administrator whenever the rule is triggered.
administrator
Notify local user Notify the email local recipients about the blocked email.

17. To log the activity of this rule to a log file, select Log rule occurrence to
this file. In the text box specify:

e Path and file name to a custom location on disk where to store the log file,
or

e The file name only. The log file will be stored in the following default
location:
<GFI MailSecurity installation path>\ContentSecurity\MailSecurity\DebugL
ogs\<filename.txt>

18. By default, the rule is applied to all email users. GFl MailSecurity,
however, allows you to apply this rule to a custom list of email users. To
specify the users to apply this rule to, select Users/Folders tab
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General Biody Subjeck Actions Users/Falders

% Content Checking Actions
Please select users this rule will apply to

r Only this list
= Al except this list
| fdd... |
| Remove |
Screenshot 57 - Content Filtering: Users/Folders Tab
19. Specify the users to apply this rule to.
Only this list Apply this rule to a custom list of email users, groups or public
folders.
All except this list Apply this rule to all email users except for the users, groups or

public folders specified in the list.

20. To add email users, user groups and/or public folders to the list, click
Add.

21. In the User Lookups window, specify the name of the email user/user
group or public folder that you wish to add to the list and click Check Names.
Matching users, groups or public folders are listed below.

NOTE: You do not need to input the full name of the users, groups or public
folder. It is enough to enter part of the name. GFI MailSecurity will list all the
names that contain the specified characters. For example, if you input ‘sco’,
GFI MailSecurity will return names like ‘Scott Adams’ and ‘Freeman Prescott',
if they are available.

22. Select the check box next to the name(s) that you want to add to the list
and click OK.

NOTE 1: To remove entries from the list, select the user/user group/public
folder you want to remove and click Remove.
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NOTE 2: If no names are included in the list, GFI MailSecurity automatically
applies this rule to all email users.

24. Repeat steps 21 to 23 to add all the required users to the list.
25. Click Apply.

5.3 Enabling/disabling rules

Enabled rules are rules that are active and GFI MailSecurity uses them during
scanning. Disabled rules are rules that are inactive and are not currently used
by GFI MailSecurity during email scanning.

1. Navigate to the GFI MailSecurity » Content Filtering node.

2. From the Content Filtering page, select the checkbox of the rule(s) to
enable or disable.

3. Click Enable Selected or Disable Selected accordingly.

5.4 Removing content filtering rules

Content Filtaring

@ Configure cantent filtering settings

Thisz filter generates alerts as well as blocks, quarantines and moves to specific folders all
inboundfoutbound emails cantaining listed keywords,
MOTE: This is MOT an anti-zparm feature, For more information dick here,

[ Remove Selected || Enable Selected || Disable Selected #dd Rule...

[T PRule Status Priority

[T CONTENT POLICY: Black Racial Cantent Enzbled ] A |
[T CONTEWT POLICY: Black Sexual Contant Enzbled 1 A |
9 s o

Screenshot 58 - Selecting a Content Filtering rule for removal

1. Navigate to the GFI MailSecurity » Content Filtering node.

2. From the Content Filtering page, select the checkbox of the rule(s) that you
want to remove.

3. Click Remove Selected.

5.5 Modifying an existing rule
1. Click the GFI MailSecurity » Content Filtering node.

2. From the Content Filtering page, click the name of the rule to modify.

3. Perform the required changes in the rule properties and click Apply to
apply changes.
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5.6 Changing the rule priority

Content Filtering rules are applied in the same order, from top to bottom as
they are listed in the Content Filtering page (that is, rule with priority value 1 is
checked first). To change the sequence/priority of rules:

1. Navigate to GFI MailSecurity » Content Filtering.

2. From the Content Filtering page, click the (up) 4+ or (down) ¥ arrows to
respectively increase or decrease the priority of the rule.

3. Repeat step 2 until rules are placed in the desired sequence.
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6.2

Configuring Attachment Filtering

Introduction to Attachment Filtering

This chapter explains how to set up Attachment Filtering in GFI MailSecurity.
The Attachment Filtering feature allows you to set up a policy regarding what
types of email attachments you will allow on your mail server. To set up such
a policy, GFI MailSecurity uses the concept of 'Rules'. A rule is a condition
that you set, such as, “block all executable attachments”. This means that an
Attachment Filtering rule allows you to block attachments of a certain type.

GFIMailSecurity

ﬂ i = =
- - ; ﬁFI s DY Attachment Filtering
..... |#] Settings

----- _‘ﬂ Version Information
_____ Licensing @) Configure attachment filtering settings
----- iy Information Store Protection
----- 2 Content Filtering

— This filter generates alerts as well as blocks, quarantines and moves to specific
W Attachment Filtering folders all inbound/outbound emails which meet the configured attachment
- . . conditions.
"‘_r' Virus Scanning Engines NOTE: This is NOT an anti-spam feature. For more information click here.
----- @ AntiSpam
3 Decompression [ Remove Selected |[ Ensble Selected |[ Dissble Selected Add Rule...
Traojan & Executable Scanner
4 . . = Rule Status  Priori
+_r- Email Exploit Engine r ity
4 CONTENT POLICY: Block all potentially malicious .
- HTML Sanitizer T Disabled 1 P
----- E Patch Checking —:.< most common image Tl = &
il Reporting ck most common video
) ) - ses s . e Disabled|2 A
El Realtime Monitor !
féh‘_ Quarantine Options I =_t;:;:l'_‘E_";‘:_":; L ;1«_:3Elftc’<l'ncst common audio Disabled 4 s

----- £ Quarantine RSS Feeds

i1 1\- Quarantine

Screenshot 59 - Attachment Filtering page

In GFI MailSecurity, you can configure attachment rules from the Attachment
Filtering node. This page contains the options that enable you to create,
delete, enable or disable rules. In addition, it lists all the existing attachment
rules, including their status and the order in which these rules are applied to
emails (i.e. priority).

Creating an Attachment Filtering rule
To create an Attachment Filtering rule:

1. Click the GFI MailSecurity » Attachment Filtering node.
2. From the Attachment Filtering page (in the right window), click Add Rule.
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General Actions Isers/Folders

gt
j Attachrment Checking
Rule display name

Rule name:

|I‘u11,r Custom Rule |

Email checking

¥ Check inbound emails

¥ Check outhound emails

Attachment blocking

" Block all

{* Block this list

" Block all except this list

Enter filenames with optional wildcards:
[eq. *.ubs)

(eg. *letter.ubs)

[2g. happyt.exe)

(eg. orders.mdb)

| [ —ra—
* ubsz | Remove Selectad |
¥ exe
*.zip

[ Block ali files greater than the fullluwing size in Kb::

Screenshot 60 - Attachment Filtering: General Tab

3. Specify the name of the rule and select whether to apply this rule to

inbound and/or outbound emails by selecting the respective check boxes.

4. Decide on the type of attachment blocking required:

74 ¢ GFI MailSecurity 10.1

Block all - Select this option to block email attachments of any type.

Block this list - Select this option to block ONLY the listed attachment

types.
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e Block all except this list - Select this option to block attachment types
that are not included in the list.

NOTE: To add an attachment type to the list, input the required full file name
or file extension in the box next to the Add button. When ready, click Add.
You can use asterisk (*) wildcards to replace characters or strings in the
attachment type/extension. For example, specifying *orders*.mdb blocks all
mdb files which contain the string 'orders' in the file name. Specifying *.jpg will
block all jpg files.

NOTE: To remove an entry from the list, select it and click Remove Selected.

5. Additionally, you can specify a file size in kilobytes as a threshold. This has
the effect of blocking all attachments with a file size bigger than the one you
specify irrespective of whether it matches an entry in the list. To enable this
option, select the Block all files greater than the following size in Kb
check box and specify the maximum file size (in KB) allowed without blocking.

General Actions Users/Folders

!
’——40 Attachrnent Checking Adbions

¥ Block attachment and perform this acton:

o Quarantne email
" Delete email
i Move to folder:

Motfication options

i Notify administrator
g Notify local user

Logging optons

I Log rule occurrence to this file:
|att.achment.tx‘t |

Screenshot 61 - Attachment Filtering: Actions Tab

6. After you have specified what the attachment rule should check for, you
must specify what this rule should do whenever it finds the specified
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attachment(s). Click the Actions tab to open the rule actions configuration
page.
7. Select the Block attachment and perform this action check box if you

want to quarantine, delete or move the blocked emails to a particular folder.
Additionally, select one of the following options:

e Quarantine email: Select this option to quarantine the email containing
the attachment for review by an administrator. For more information, refer
to Quarantine chapter in this manual.

e Delete email: Select this option to delete the email and attachment
completely.

e Move to folder: This option will move the email to the specified folder.
Input the folder name in the box provided underneath this option.

NOTE: Please note that you cannot configure actions to affect a single
attachment within an email. Actions will always affect the whole emalil
containing the attachment.

8. You can configure an attachment rule to send email notifications to the
administrator and/or user whenever an email containing an attachment is
blocked. You can configure the required notifications by selecting any of the
following options:

¢ Notify local user: Select this option if you want to notify the email local
users when this filter blocks an attachment.

NOTE: If a threat is detected in an outbound email, the recipients will receive
the original email with the malicious parts removed. A security notice is
attached to the email to inform the recipients what email parts were removed
and for what reason. This behavior is always enabled and is not affected by
this setting.

o Notify administrator: Select this option if you want to send emalil
notifications to the administrator whenever an email containing an
attachment is blocked. The administrator's email address is specified
during the installation of GFI MailSecurity but can still be changed from
the GFI MailSecurity configuration (GFI MailSecurity » Settings node »
General tab). For more information refer to Define the administrator’s
email address section in this manual.

9. Select the Log rule occurrence to this file check box and specify a log
file name in the box below, if you want to log all rule activity to a log file. You
can specify either the file name only or else the full path to a custom location
on disk.

NOTE: You can configure an attachment rule using any combination of
actions. For example, you can opt not to block emails containing the
attachment, but to simply notify the user or log the occurrence to file.

10. Now, you must specify the users to whom this rule applies. By default,
GFI MailSecurity will apply the rule to all email users. However, if you want
this rule to affect a selection of users only, click the Users/Folders tab.
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General Actions sers/Folders

% Attachrnent Checking Uszers/Folders
Please select users this rule will apply to

r Only this list

= Al except this list

Paul Brown (pbrown@masterdamain.com) | Add. |
John Doe (johndoe@rmasterdomain.com]
John Smith (zrmith@rnasterdamain, cor) | Remowve |

Bob Jones (bjones@rmasterdomain. com)

Screenshot 62 - Attachment Filtering: Users/Folders Tab

11. Choose one of the following options:

e Only this list - Select this option if you want to apply this rule to all email
users/groups or public folders present in the list.

e All except this list - Select this option if you want to apply this rule to all
email users, groups or public folders NOT present in the list.

12. To add email users, user groups and/or public folders to the list, click
Add.

'3 http://127.0.0.1 - GFI MailSecurity [User Lookup] - Microsoft Internet Explorer

Uszer Lookups

@ Configure Users

I Chedk Names
I Marne Ernail Addres= Email Aliases
™2 Bob Jones bjonezs@rmasterdormain. cormn Mo other aliases
[~
|&] Done [ [ @ Trosted sites 4

Screenshot 63 - Add users to an attachment Filtering rule

13. In the add users window, specify the name of the email user/user group or
public folder that you wish to add to the list.

14. Click Check Names to query the Active Directory or the imported list of
SMTP addresses (depending on how you installed GFI MailSecurity), to
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6.3

check if the specified entry exists. Any user, group or public folder that
matches will be listed below.

NOTE: You do not need to input the full name of the user/user group or public
folder. It is enough to enter at least three characters. GFl MailSecurity will list
all the names that contain the specified characters. For example, if you input
‘ott’, GFI MailSecurity will return names like ‘Scott Adams’ and ‘Freeman
Prescott', if they are available.

15. Select the check box at the start of the listed name(s) to indicate the ones
that you wish to add to the list and click OK.

NOTE: You can select all the listed names at once by selecting the check box
next to the Name column heading at the top-left of the list.

NOTE: Repeat steps 12 to 15 to add all the users you want to the list.

NOTE: To remove entries from the list, select the user/user group/public
folder you want to remove and click Remove.

NOTE: If no names are included in the list, GFI MailSecurity will automatically
apply this rule to all the email users in Active Directory/SMTP address list.

16. Click Apply.

Removing attachment rules

Attachment Filtaring

@ Canfigure attachrment filtering settings

This filter generates alerts as well as blocks, quarantines and moves to specific folders all
inboundfoutbound ernails which reet the configured attachment conditions=.
MOTE: This is MOT an anti-spam feature. For rmore information click here,

[Remove Selected || Enable Selected || Disable Selected Add Rule...

[T Rule Status  PHority

[T CoMTENMT POLICY: Block all patentially maliciaus sttachments Cizabled |1 A
v o @
r SEC)P:I]TENT POLICY: Block most cormmon video attachrments [Lavi, Dizabled 3 e
r COMTENT POLICY: Block most comnmon audio attachments Dizabled 4 e

[.mp3, et
[T My Custorm Rule Enabled 5 A

Screenshot 64 - Selecting an attachment Filtering rule for removal

To Remove an Attachment Filtering rule:
1. Click the GFI MailSecurity » Attachment Filtering node.

2. From the Attachment Filtering page (in the right window), select the check
box of the rule(s) that you want to remove.
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6.4

6.5

6.6

NOTE: You can select all check boxes in one go by selecting the check box
next to the Rule column heading at the top-left of the list.

3. Click Remove Selected to delete the selected rules.

Make changes to an existing rule
To modify an existing rule:
1. Click the GFI MailSecurity » Attachment Filtering node.

2. From the Attachment Filtering page (in the right window), click the name of
the rule that you want to modify.

3. Make the required changes (for example, Rename the rule, etc.) in the rule
properties and click Apply to accept the changes you made. Changes will
take effect immediately.

Enabling/disabling rules

You can check and change the status of a rule (i.e. enabled/disabled) from
the Attachment Filtering page. To enable or disable an existing rule:

1. Click the GFI MailSecurity » Attachment Filtering node.

2. From the Attachment Filtering page (in the right window), select the check
box of the rule(s) that you want to enable or disable.

3. Click Enable Selected or Disable Selected accordingly. The status
change is displayed immediately under the Status column.

Changing the rule priority
Attachment Filtering rules are applied in the same order, from top to bottom,

as they are listed in the Attachment Filtering page. However, you can change
the sequence/priority of a rule as follows:

1. Click the GFI MailSecurity » Attachment Filtering node.

2. From the Attachment Filtering page (in the right window), click the (up) <~
or (down) ¥ arrows to respectively increase or decrease the priority of the
required rule(s). Repeat until the rule reaches the desired position in the list
(i.e. until the rule is assigned the desired priority).

NOTE: You can check the priority of rules from the Attachment Filtering page.
The priority value of each rule is displayed in the Priority column.
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Decompression engine

Introduction to the Decompression engine

The Decompression engine decompresses and analyzes archives attached to
an email.

GFIMailSecurity

=H) GFI MailSecurity

Decompression

----- _‘ﬂ Version Information (
..... Licensing I Decompression Engine

----- ffy Information Store Protection

""" £ content Fitering [ issble selected |[ Enable Selected
[ Attachment Filtering
+_r- Virus Scanning Engines O Description Status
""" ) Antspam [T Check password protected archives Enablad
'ﬁ At O Check corrupted archives Enabled
Traojan & Executable Scanner
4 Check for recursive archives Enabled
’:f_r- Email Exploit Engine r
]g HTML Sanitizer O Check size of uncempressed files in archives Enabled
#3 Patch Checking [T Check for amount of files in archives Enabled
Il Reporting [T Scan within archives (attachment checking) Enabled

E Realtime Monitor
#5  Quarantine Options
) Quarantine RSS Feeds

- ;- Quarantine

Screenshot 65 - The decompression engine filters list

The following is a list of archive filters included in the decompression engine:
e Check password protected archives

e Check corrupted archives

e Check for recursive archives

e Check size of uncompressed files in archives

e Check for amount of files in archives

e Scan within archives

You can configure each of the above listed filters separately. This means that
you can specify what each decompression filter should do with emails
containing particular archives.
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7.2 Configuring the decompression engine filters

Check password protected archives

zeneral Actions
I Decommpression engine

[ theck password protected archives

Pleaze select the action to take when this rule is viclated.

¥ Duarantne

i Automatically Delete

Screenshot 66 - Configuring password protected archives options

This filter allows you to quarantine or delete emails that contain password-
protected archives. To configure this filter:

1. Click the GFI MailSecurity » Decompression node.

2. From the list of available filters (in the right window), click on Check
password protected archives.

3. Select the Check password protected archives check box to enable this
filter.

4. Specify what to do with emails containing password-protected archives by
selecting one of the following options:

e Quarantine - Select this option to quarantine the emails that contain a
password-protected archive. The administrator can later review these
guarantined emails and approve or delete them accordingly.

e Automatically Delete - Select this option to delete emails containing
password-protected archives.

5. Click the Actions tab to configure any actions to be performed whenever

an email containing a password-protected archive is detected and blocked.

For more information on how to configure actions refer to Configuring

decompression filter actions section in this chapter.

6. Click Apply.

Check corrupted archives

This filter allows you to quarantine or delete emails that contain corrupted
archives. The configuration options of this filter are identical to those of the
Check password protected archives.
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Check for recursive archives

General Actions

I Cecomnpression engine

¥ thack for recursive archives

Decompression engine optons and actions
Maximum number of recurring archives:

Pleaze select the action to take when this rule is viclated.

o Duarantne

i Automatically Delete

Screenshot 67 - Configuring recursive archives options

This filter allows you to quarantine or delete emails that contain recursive
archives. Recursive archives, also known as nested archives, are archives
that contain other/multiple levels of sub-archives (i.e. archives within
archives). A high number of archive levels can indicate a malicious archive:
Recursive archives can be used in a DoS (Denial of Service) attack, since
most content scanning and anti-virus packages crash while attempting to
scan nested archive levels.

To configure this filter:
1. Click the GFI MailSecurity » Decompression node.

2. From the list of available filters (in the right window), click on Check for
recursive archives.

3. Select the Check for recursive archives check box to enable this filter
and specify the maximum number of nested archives permitted.

IMPORTANT: If you disable the Check for recursive archives rule, GFI
MailSecurity will not scan or quarantine recursive archives, thus bypassing
the anti-virus checking.

4. Decide on what to do with emails containing nested archives that exceed
the specified limit by selecting one of the following options:

e Quarantine - Select this option to quarantine the emails that contain
recursive archives. The administrator can later review these quarantined
emails and approve or delete them accordingly.

¢ Automatically Delete - Select this option to delete emails containing
recursive archives that exceed the specified nesting limit.

5. Click the Actions tab to configure any actions to be performed whenever
an email containing a recursive archive is detected and blocked. For more
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information on how to configure actions refer to the Configuring the
decompression engine filters section in this chapter.

6. Click Apply.
Check size of uncompressed files in archives

General Actions

I Cecornpression engine

¥ check size of uncompressed files in archives

Decompression engine options and actons
Maximum size of uncompressed files in archive in Mb:

Pleaze select the action to take when thiz rule iz violated.

o Duarantne

i Automatically Delete

Screenshot 68 - Configuring checks for the size of uncompressed files in archives

This filter allows you to block or delete emails with archives that exceed the
specified physical size when uncompressed. Hackers sometimes use this
method in a DoS (Denial of Service) attack: By sending an archive that can
be uncompressed to a very large file, they can often crash content security or
anti-virus software.

To configure this filter:
1. Click the GFI MailSecurity » Decompression node.

2. From the list of available filters (in the right window), click on Check size of
uncompressed files in archives.

3. Select the Check size of uncompressed files in archives check box to
enable this feature and specify the maximum size (in MB) allowed for
uncompressed files, received within an archive.

IMPORTANT: If you disable the Check size of uncompressed files in
archives rule, GFI MailSecurity will not scan or quarantine archive
attachments, thus bypassing the anti-virus checking.

4. Decide on what to do with emails containing archived files that exceed the
specified size when un-compressed.

e Quarantine - Select this option to quarantine the emails that contain
these archives. The administrator can later review these quarantined
emails and approve or delete them accordingly.

e Automatically Delete - Select this option to delete emails containing
archived files that when un-compressed, exceed the specified size limit.
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5. Click the Actions tab to configure any actions to be performed whenever
this filter detects and blocks emails containing an archive. For more
information on how to configure actions refer to Configuring the
decompression engine filters section in this chapter.

6. Click Apply.
Check for amount of files in archives

General Actions

I Cecornpression engine

|7 Check for amount of files in archives

Decompression engine optons and actions
If number of files within archive exceeds; |Z000

Please select the action to take when this rule is violated.

C Quarantne

8 Automatically Delete

Screenshot 69 - Configuring the amount of files in archive check

This filter allows you to quarantine or delete emails that contain an excessive
amount of compressed files within an attached archive. You can specify the
number of files allowed in archive attachments from the configuration options
included in this filter.

To configure this filter:
1. Click the GFI MailSecurity » Decompression node.

2. From the list of filters (in the right window), click on Check for amount of
files in archives.

3. Select the Check for amount of files in archives check box to enable this
filter and specify the maximum amount of files allowed in an archive.

IMPORTANT: If you disable the Check for amount of files in archives rule,
GFI MailSecurity will not scan or quarantine archive attachments, thus
bypassing the anti-virus checking.

4. Decide on what to do with emails containing archives that exceed the
specified limit of contained files by selecting one of the following options:

e Quarantine - Select this option to quarantine the emails that contain
these archives. The administrator can later review these quarantined
emails and approve or delete them accordingly.
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e Automatically Delete - Select this option to delete emails containing
archived files that when uncompressed contain more files than the limit
specified.

5. Click the Actions tab to configure any actions to be performed whenever

this filter detects and blocks emails containing an archive. For more

information on how to configure actions, refer to Configuring the
decompression engine filters section in this chapter.

6. Click Apply.

Scan within archives

Through the Scan within archives option, you can disable Attachment
Filtering and Content Filtering of files in archives.

Configure this option as follows:
1. Click the GFI MailSecurity » Decompression node.
2. From the list of filters (in the right window), click on Scan within archives.

3. Select the Scan within archives check box to scan any archive
attachments present in an email using the decompression and attachment
scanning rules.

Configuring decompression filter actions

General Actions

Cecomnpression Engine Actions

Motfication options

¥ Notify administrator
¥ Notify local user

Logging oplons

v Log occurrence to this file

|decl:-mpressil:-n.l-:-g

Screenshot 70 - Decompression filter actions

To configure the actions to be performed whenever a particular filter blocks
emails containing archives:

1. Click the GFI MailSecurity » Decompression node and from the right
window select the required filter.
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2. Click the Actions tab and select any of the following actions:

¢ Notify local user - Select this option if you want to notify the email local
users when the email contains an archive file that infringes a
decompression engine rule.

NOTE: If a threat is detected in an outbound email, the recipients will receive
the original email with the malicious parts removed. A security notice is
attached to the email to inform the recipients what email parts were removed
and for what reason. This behavior is always enabled and is not affected by
this setting.

e Notify administrator - Select this option to send email notifications to the
administrator whenever an email containing an archive is quarantined.

Log occurrence to this file - Select this option to log the event whenever the
selected decompression filter blocks an email. In the box below, specify either
a file name only or the full path to the log file.

3. Click Apply.

Enable/disable decompression filters

Lecompression

I Cecormpression Engine

[ Disable Selected || Enabile Selected

I- Description Status
- Check pazsword protected archives Enabled
[T check far recursive archives Enabled
[T check size of uncormnpressed files in archives Enabled
v

[T Scan within archives (attachrent checking) Enabled

Screenshot 71 - Decompression tool filters list
To enable or disable any of the available decompression filters:
1. Click the GFI MailSecurity » Decompression node.

2. In the right window, select the check box of the filter(s) that you want to
enable or disable.

3. Click Enable selected or Disable selected accordingly.

NOTE: You can select all check boxes in one go by selecting the check box
next to the Description column heading at the top-left of the list.
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The Trojan & Executable Scanner

Introduction to the Trojan & Executable Scanner

GFI MailSecurity includes an advanced Trojan and Executable Scanner,
which is able to analyze and determine the function of an executable file. This
scanner can subsequently quarantine any executables that perform
suspicious activities (such as a Trojan).

What is a Trojan horse?

The Trojan horse got its name from the old mythical story about how the
Greeks gave their enemy a huge wooden horse as a gift during the war. The
enemy accepted this gift and brought it into their fortress. During the night,
Greek soldiers crept out of the horse and attacked the city.

In computers a Trojan horse is a way of penetrating a victim’s computer
undetected, allowing the attacker unrestricted access to the data stored on
that computer. Subsequently the attacker can manipulate the data and can
cause great damage to the victim, just like the citizens of Troy.

A Trojan can be a hidden program that runs on your computer without your
knowledge. Furthermore, hackers sometimes hide Trojans into legitimate
programs that you normally use.

Difference between Trojans and viruses

The difference between Trojans and viruses is that Trojans are often ‘one-off
(‘tailor made’) executables, targeted to obtain information from a specific
target (user/system). In general, a hacker deploys a Trojan to create a
backdoor on a system, thus gaining unrestricted access to the system.
Signature based anti-virus software, are unable to detect one-off Trojans.
Indeed any application that only uses signatures to detect malicious software
will not be effective in detecting such threats. These include specialized anti-
Trojan software. The main reason is that signature based software can only
detect known viruses and Trojans. That is why such applications need
frequent updates.

How does the Trojan & Executable Scanner work?

GFl MailSecurity is able to rate the risk-level of an executable file by
decompiling the executable, and detecting in real time what the executable
might do. Subsequently, it compares capabilities of the executable to a
database of malicious actions and then rates the risk level of this executable
file. With the Trojan & Executable scanner, you can detect and block
potentially dangerous, unknown or one-off Trojans before they penetrate your
network.

Configuring the Trojan & Executable Scanner

From the Trojan & Executable Scanner node, you can define the level of
security that you require and the actions you want GFI MailSecurity to take on
emails containing malicious executable files.

Configuring the security level
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= . executable. Select the level of security you would like to use. This will determine
+ Quarantine what risk ratings are allowed through

Trojan & Executable Scanner

[¥ Check inbound emails
[¥ check outbound emails

e High Security

Quarantines almost all executables. If the executable contains any signature
it will get quarantined.

¥ Medium Security
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e Low Security

Quarantines executables that are most probably malicious. If the executable
contains at least 1 high-risk signature it will get quarantined.

-
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Screenshot 72 - Trojan and Executable Scanner: General Tab

To configure the Trojan & Executable Scanner:
1. Click the GFI MailSecurity » Trojan & Executable Scanner node.

2. From the configuration options (in the right window), select the Enable
Trojan & Executable Scanner check box to activate this filter.

3. Specify the emails you want to check for Trojans and other malicious
executables by selecting any of the following options:

e Check inbound emails - Select this option to scan inbound emails for
Trojans and malicious executable files.

e Check outbound emails - Select this option to scan outbound emails for
Trojans and malicious executable files.

4. Choose the required level of security by selecting one of the following

options:

e High Security - Select this option to quarantine almost all executables. If
the executable file contains any known malicious signature it will get
immediately quarantined.

e Medium Security - Select this option to quarantines only suspicious
executables. If the executable contains one high-risk signature or a
combination of high-risk and low-risk signatures it will be quarantined.
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e Low Security - Select this option to quarantine all malicious executables.
If the executable contains at least one high-risk signature, it will be
immediately quarantined.

Configuring actions

General Actions pdates

=
’——4° Trojan & Executable Scanner Actions

Motification options

¥ Notify administrator
r Notify local user

Logging oplons

i Log occurrence to this file:
|tr-:nja n. bt

Screenshot 73 - Trojan and Executables Scanner: Actions Tab

5. Click the Actions tab to configure the actions you want GFI MailSecurity to
take on emails containing a malicious executable. Select any of the following
options:

¢ Notify local user - Select this option if you want to notify the email local
users when this filter detects a malicious executable.

NOTE: If a threat is detected in an outbound email, the recipients will receive
the original email with the malicious parts removed. A security notice is
attached to the email to inform the recipients what email parts were removed
and for what reason. This behavior is always enabled and is not affected by
this setting.

o Notify administrator - Select this option to send email notifications to the
administrator whenever an email containing malicious executable is
guarantined.

e Log occurrence to this file - Select this option to log the event whenever
the Trojan & Executable Scanner detects an infected email. In the edit box
below, specify either the file name only or the full path to the log file.

6. Click Apply.

Trojan & Executable Scanner updates

You can configure GFI MailSecurity to download Trojan & Executable
Scanner updates automatically or to notify the administrator whenever new
updates are available. To configure automatic updates:
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1. Click the GFI MailSecurity » Trojan & Executable Scanner node.

2. Click the Updates tab in the Trojan & Executable Scanner page (in the
right window).

3. Select the Automatically check for updates check box to enable the
auto-update feature.

4. From the Downloading options list, select one of the following download
options:

Only check for updates - Select this option if you want GFI MailSecurity
to just check and notify the administrator whenever updates are available
for the Trojan & Executable Scanner. This option will NOT download the
available updates.

Check for updates and download - Select this option if you want GFI
MailSecurity to check and automatically download any updates available
for the Trojan & Executable Scanner.

5. Specify how often you want GFI MailSecurity to check/download updates
for the Trojan & Executable Scanner, by typing an interval in hours.

6. Click Apply.

Automatic update optons
Configure the automatic update options.
v Automatically check for updates

Dovnloading opton:

IEhed{fnrupdates and download ;I

Dovnload /check after the specified number of hours:

Last update:
10/12/2009 16:20:52

Update options

¥ Enable email notifications upon successful updates (Motifications will always
be sent for unsuccessful updates).

Click the button below to force the updater service to download the most recent
updates,

Lownload updates

Screenshot 74 - Trojan and Executable Scanner: Updates tab

Triggering the Trojan & Executable Scanner update
manually
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To check/download updates for the Trojan & Executable Scanner
immediately, click Download updates.
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The Email Exploit Engine

Introduction to e-mail exploits

What is an exploit?

An exploit uses known vulnerabilities in applications or operating systems to
compromise the security of a system, for example, execute a program or
command, or install a backdoor. It "exploits" a feature of a program or the
operating system for its own use.

What is an e-mail exploit?

An email exploit is an exploit launched via email. An email exploit is
essentially an exploit that can be embedded in an email, and executed on the
recipient’'s machine either once the user opens or receives the email. This
allows the hacker to bypass firewalls and anti-virus products.

Difference between Anti-Virus software & Email Exploit
Detection software

Anti-virus software is designed to detect malicious code. It does not
necessarily analyze the method used to execute the code.

The Email Exploit Detection Engine analyses emails for exploits - i.e., it scans
for methods to execute a program or command on the user’s system. The
Email Exploit Engine does not check whether the program is malicious or not.
Rather, it assumes a security risk if an email is using an exploit in order to run
a program or command - whether or not the actual program or command is
malicious.

In this manner, the Email Exploit Engine works like an intrusion detection
system (IDS) for email. The Email Exploit Engine might cause more false-
positives, but it is more secure than a normal anti-virus package, simply
because it uses a different way of checking for e-mail threats.

Furthermore, the Email Exploit Engine is optimized for finding exploits in
email, and can therefore be more effective at this job than a general-purpose
anti-virus engine.

Configuring the Email Exploit Engine

Enable/Disable email exploits

To enable/disable emails exploits:

1. Click the GFI MailSecurity » Email Exploit Engine » Exploit List node.

2. From the Email Exploit Engine page (in the right window), select the check
box of the exploit(s) that you want to enable or disable.

3. Click Enable Selected or Disable Selected accordingly. The status
change is displayed immediately in the exploits Status column.
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Screenshot 75 - Email Exploit list

Configuring the Email Exploit Engine properties

To configure the Email Exploit Engine properties:

1. Click the GFI MailSecurity » Email Exploit Engine node.

2. From the General tab, select whether you want to check inbound and/or
outbound emails for email exploits, by selecting the Check inbound emails
check box and Check outbound emails check box accordingly.
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Screenshot 76 - Email Exploit Engine: General Tab

3. Click on the Actions tab, to set what actions you want GFI MailSecurity to
take on emails containing email exploits.

4. You can choose either one of the following options:

e Quarantine email: Select this option to quarantine the email containing
the email exploit for review by an administrator. For more information,
refer to Quarantine chapter in this manual.

e Delete email: Select this option to delete the email containing the email
exploit completely.

5. When an email exploit is detected, you can also choose to inform the
administrator and/or user by sending email notifications. You can configure
the required notifications by selecting any of the following options:

¢ Notify local user: Select this option if you want to notify the email local
users when this filter detects an email exploit.

NOTE: If a threat is detected in an outbound email, the recipients will receive
the original email with the malicious parts removed. A security notice is
attached to the email to inform the recipients what email parts were removed
and for what reason. This behavior is always enabled and is not affected by
this setting.

¢ Notify administrator: Select this option if you want to send emalil
notifications to the administrator whenever an email containing emalil
exploits is detected. The administrator’s email address is specified during
the installation of GFI MailSecurity but can still be changed from the GFI
MailSecurity configuration (GFlI MailSecurity » Settings node »
General tab). For more information refer to the Define the administrator’s
email address section in the General Settings chapter.
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General Actions pdates

Ernail Exploit Actions

Pleaze select the action to take when one of the listed exploits is detacted

o Quarantne email

" Delate email

Motfication options

g Notify administrator
r Notify local user

Logging optons

¥ Log occurrence to this file:
[EmailExploit. b |

Screenshot 77 - Email Exploit Engine: Actions Tab

6. Select the Log occurrence to this file check box if you want to log all
email exploits detected to a log file. In the box below, specify either a file
name only or the full path to the log file.

7. Click Apply.

Email Exploit Engine updates

You can configure GFlI MailSecurity to download Email Exploit Engine
updates automatically or to notify the administrator whenever new updates
are available. To configure automatic updates:

1. Click the GFI MailSecurity » Email Exploit Engine node.
2. Click the Updates tab.

3. Select the Automatically check for updates check box to enable the
auto-update feature.

4. From the Downloading option list, select one of the following download
options:

e Only check for updates - Select this option if you want GFI MailSecurity
to just check and notify the administrator whenever updates are available
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for the Email Exploit Engine. This option will NOT download the available
updates.

Check for updates and download - Select this option if you want GFI

MailSecurity to check and automatically download any updates available
for the Email Exploit Engine.

5. Specify how often you want GFI MailSecurity to check/download updates
for the Email Exploit Engine, by typing an interval in hours.

6. Click Apply.

Caonfigure the autormatic update options.

¥ Automatically check for updates

Dovnloading opton:

IEhedcf-:-rupdates and download ;I

Download /check after the specified number of hours:

Lastupdate:
10/12/2009 16:20:50

Update options

v

be sent for unsuccessful updates).

Click the button below to force the updater service to download the most recent
updates,

Enable email notifications upon successful updates (Motifications will always

Download updates

Screenshot 78 - Email Exploit Engine: Updates Tab

Triggering the Email Exploit Engine update manually

To check/download updates for the Email Exploit Engine immediately, click
Download updates.

The Email Exploit Engine
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The HTML Sanitizer

Introduction to the HTML Sanitizer

The HTML Sanitizer scans and cleans from scripting code the email body
parts that have the MIME type set to “text/html” and all the attachments that
have an extension of “.htm” or “html”. The HTML is cleaned from all the
scripts, rendering it harmless. The HTML sanitization process is an
automated process, which does not require administrator intervention.

Why remove HTML scripts?

The introduction of HTML mail has allowed senders to include scripts in email
that can be triggered automatically upon opening mail. HTML scripts are used
in a number of headline hitting viruses, such as the KAK worm. Moreover,
HTML scripts are often utilized in one-off attacks directed towards particular
users and particular companies. Consequently, it is best if all scripts are
removed from within HTML emails.

The HTML Sanitizer included in GFI MailSecurity provides automated
protection against HTML scripting threats.

Configuring the HTML Sanitizer
GFIMailSecurity

=) GFI MailSecurity

|»

- Apply Cancel
..... @ settngs [ pEly Il
----- 1.0 Version Information
..... % Licensing HTML Sanitizer
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..... 2 Content Filtering
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Configure HTML Sanitizer

g ) ) )
“H| Virus Scanning Engines The HTML Sanitizer scans the HTML body part of an email and any attachments with

@ AntiSpam extension .htm/.html, and sanitizes the content by removing all the scripting code.
N The content, layout and formatting of the email are not altered. The HTML Sanitizer
'ﬁ Decompression guarantees that the emails end users receive are free from HTML scripting code and

Trojan & Executable Scanner thus s=fe for vieving.

+ Email Exploit Engine ¥ Enable the HTML Sanitizer
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----- £l Quarantine RSS Feeds
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Screenshot 79 - HTML Sanitizer configuration page

Email checking —

Select the emails you want the HTML Sanitizer to scan and clean.

+h§ Quarantine

Configure the HTML Sanitizer as follows:
1. Click the GFI MailSecurity » HTML Sanitizer node.

2. From the HTML Sanitizer configuration page, select the Enable the HTML
Sanitizer check box to enable the HTML Sanitizer.

3. Select the emails you want to check for HTML scripts and clean by
selecting any of the following options:
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e Check inbound emails - Select this option to scan and clean HTML
scripts from all inbound emails.

e Check outbound emails - Select this option to scan and clean HTML
scripts from all outbound emails.

4. Click Apply.
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Patch Checking

11.1 Introduction to Patch Checking

11.2

The Patch Checking feature verifies if there are any software patches
available for your version of GFI MailSecurity by directly connecting/querying
the GFI Update Servers.

GFIMailSecurity

=15 GFI MailSecurity
----- ﬂ; Settings

Patch Chedking

----- 1.0] Version Information i
_____ \. Licensing %% Patch Checking
----- fy Information Store Protection
----- 2 Content Filtering

Chedk for patches
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’:f_r- Virus Scanning Engines
----- @ AntiSpam

:ﬁ Decompression

Trojan & Executable Scanner
+_r- Email Exploit Engine

20 HTML Sanitizer

----- 2

+t-1lif Reporting

E| Realtime Monitor

- Quarantine Options

----- £l Quarantine RSS Feeds

-1 1- Quarantine

Screenshot 80 - List of available patches

If software updates are present on the GFl Servers, this feature lists them out
for you to download. In addition, the list of available updates includes links to
information about each patch as well as to the relative GFI Knowledge Base
articles if available.

NOTE: In order to keep GFI MailSecurity running efficiently, we recommend
that you periodically check for software updates. These updates would help to
ensure better performance and enhance the functionality of GFI MailSecurity.

Downloading and installing software patches
To check for GFI MailSecurity software updates:

1. Click the GFI MailSecurity » Patch Checking node, and click Check for
patches in the right pane window, to connect to the GFI Update Server and
check for available updates.

2. If software patches exist for your version of GFl MailSecurity, these are
listed in the right window. Otherwise, you will be informed that no software
patches are available. From the list of available software updates (in the right
window), click the Download link included in the last column of each patch.
This will start the download process. Repeat the same procedure for all the
listed updates.

3. After all downloads are complete, you can start installing the software
updates. Since the software patches vary in file format (i.e. could be DLL files,
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EXE files, etc.), you must read the relative patch information for the
installation instructions. To access the installation instructions and other
information relevant to a patch, click the Information link provided in the list
of available updates (in the right window of GFI MailSecurity).

NOTE: It is important that you follow the exact patch instructions provided in
the information link. An incorrect patch installation might cause a product
malfunction or degrade its performance.

NOTE: If available, GFI MailSecurity also includes links to Knowledge Base
articles related to the listed patches. This is denoted by the KB Article
caption in the KB link column of the patch. To access the Knowledge Base
information, click the KB Article caption/link.

NOTE: GFI MailSecurity sends an email notification to the administrator
whenever new software patches are discovered.
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12.2

Quarantine

Introduction to the Quarantine Store

As outlined earlier in the manual, you can configure GFl MailSecurity to
guarantine the emails that fail any of the content policy or content security
checks. You can then review the quarantined emails and either approve or
delete them.

You can approve/delete quarantined emails either directly from the
Quarantine Store or through a Quarantine Action Form.

o Approve/Delete directly from the Quarantine Store (recommended). For
more information on how to review emails in the Quarantine Store, refer to
the ‘Approving emails from the Quarantine Store‘ section, further on in this
chapter.

e Approve/Delete from a Quarantine Action Form. GFI MailSecurity sends
the Quarantine Action Form through email to the administrator (on the
administrator’s email address) or to a specific email address, belonging to
an authorized person who can review quarantined emails. For more
information, refer to the ‘Enable email approval via HTML approval forms’
section further on in this chapter.

The Quarantine Store

To access the GFI MailSecurity Quarantine Store, click the GFI MailSecurity
> Quarantine node. From the Quarantine node, the
administrator/authorized user can search for quarantined emails as well as
approve or delete emails.

When you click the Quarantine node, GFI MailSecurity displays the following:

e Quick Search - You can search for quarantined emails by sender,
recipient, subject or quarantine reason.

e Quarantined Items - You can see how many emails are currently stored
in the Quarantine Store and the amounts that match each quarantine
search folder, be it default or custom. To view the quarantined emails
contained in a search folder, click on the quarantine search folder name.
Refer to the ‘Grouping quarantined emails in Search Folders’ section
further on in this chapter, for information on how to create and use search
folders. To access this information from the navigation panel, expand the
Quarantine node and click on a sub-node.
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GFIMailSecurity

=1Z) GFI Mailsecurity

|»

Quarantine

Settings

----- _‘Q Version Information §
(i Use this page to perform quick searches and manage quarantined content

----- Licensing \f‘ in categories.

----- iy Information Store Protection

----- 2L Content Filtering

[ Attachment Filtering m

+-- Virus Scanning Engines Please select and use the following fields to perform quarantine content search.

----- f) AntiSpam
N ) Search in sender/recipients:
'ﬁ Decompression | | | = |

Trojan & Executable Scanner

+¢8 Email Exploit Engine Search in subject:
& HTML Sanitizer [ | [ sesn |
----- #3 Patch Checking
+1- 1l Reporting Search in quarantine reason:
) ) | | | Search |
Realtime Monitor
- Quarantine Options
----- Quarantine RSS Feeds
Folder Items
Today o
Yesterday o]
This week [}
All iterms [}
Current search folders:
Folder Items Auto-purging |-

New search folder...
-

Screenshot 81 - Quarantine Store status page

Searching for emails in the Quarantine Store

Please select and use the following fields to perform quarantine content search.

Search in senderfrecipients:

|| | I Search I
Search in subject:

| | | Search |
Search in quarantine reaszon:

| | | Search |

Screenshot 82 - Quarantine Store: Quick Search

To search for emails in the GFI MailSecurity Quarantine Store, follow these
steps:

1. Click on either the GFI MailSecurity » Quarantine node or the GFI
MailSecurity » Quarantine » Search Folders node.
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2. From the Quick Search area, use one of these methods to perform the
search:

e Search in sender/recipients - Specify an email address and click
Search to find quarantined emails sent from or received by that email
address.

e Search in subject - Specify a keyword or phrase and click Search to find
guarantined emails that contain that specific word/string in the subject.

e Search in quarantine reason - Specify a keyword or phrase and click
Search to find quarantined emails that contain that specific word/string in
the quarantine reason.

GFIMailSecurity

—;--@ GFI MailSecurity ;I
t‘ Settings

Quarantine
18] Version Information
Licensing
--fy  Information Store Protection \1_"
- ContentFiltering
[ Attachment Filtering [ #pproveitems  |[ Deleteitems |[ Resean items | Items per page:
+J Virus Scanning Engines | Approve all || Delete all ‘ ‘ Rescan all |
@ AntiSpam
@ Decompression [T 1D Module Reason Sender Recipient(s) Subject Date 4= Source
1@ Trojan & Executable Scanner breached

i Trojan &  trojan and
48 Emal Exploit Engine I~ 4 Exscutsble executables adam@external.com
D ML Sanitizer Scanner  scanner

: policy
E Patch Checking
<i-1li| Reporting
B Realtime Monitor Edit search falder | [Dalete search falder Ttern source: | View all =1

Use this page to sort, and manage gquarantined items

jsrnith@master- funky  31/01/2007 Gateway
dormain ... game 17:07:37  (SMTF)

Pagels) = 1

-8, Quarantine Options
-4 Quarantine RS5 Feeds

=t .\. Quarantine

”t Today

"

4 Yesterday
i This week
5 Allitems

LEy

Screenshot 83 - Quick search results

Search Folders

What is a search folder?

A Search Folder is a special type of folder that has a search query associated
to it. The contents of the search folder are the quarantined emails that match
the search query. The content of a search folder is thus dynamic and changes
automatically as emails that match the search folder criteria are quarantined
or deleted.

Why are search folders useful?

The main benefit of search folders is that they help you organize your
guarantined emails. In this way, it is easier for the administrator to identify and
then approve or delete blocked emails.

Each search folder can have different search criteria, thus you can virtually
split the Quarantine Store into subdivisions containing emails with specific
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characteristics in each group. For example, you can create a search folder
that collects only emails that were quarantined by the Virus Scanning
Engines. A good idea is to create a search folder for each GFI MailSecurity
module, so that instead of viewing one huge list of quarantined emails, you
split them up into logical groups.

Grouping quarantined emails in Search Folders
To create a new search folder, follow these steps:

1. Click on either the GFI MailSecurity » Quarantine node or the GFI
MailSecurity » Quarantine » Search Folders node.

2. From the right panel, click New search folder.

3. In the Search folder name box, type a name for the new search folder, for
example, “Emails blocked by Attachment Rules”.

4. If you installed GFI MailSecurity on the Microsoft Exchange Server
machine, you can limit the emails in this search folder to those blocked from a
particular source. From the list under the Item source area, you can select
one of the following:

¢ Information store (VSAPI) - Only quarantined items forming part of the
Information Store will be displayed.

¢ Information store (Transport) - This option is only available when GFI
MailSecurity is installed on a Microsoft Exchange Server 2007/2010
machine with the Hub Transport Server Role installed. Only quarantined
items forming part of the Information Store that were scanned through the
Hub Transport Agent will be displayed.

o Gateway (SMTP) - Only inbound or outbound quarantined emails, SMTP
traffic, will be displayed.

o Any - All quarantined items will be displayed irrespective of the source.

5. You can now configure auto-purge settings for this search folder. If you
configure auto purging on a search folder, GFI MailSecurity will delete any
emails in that search folder that are older than the number of days you
specify.

To enable auto-purging, select the Enable Auto-purging check box and
specify a value in the days(s) box.

NOTE: Configure auto purging with great care since emails purged from the
Quarantine Store are not recoverable.

6. Specify the search criteria that will determine the contents of this folder.
You can select any of the following options:

e Quarantine reason - Select this option to include all the emails
containing a specific keyword or phrase in the quarantine reason. Type a
keyword in the box next to this option.

e Item subject - Select this option to include all the emails containing a
specific keyword or phrase in the email subject. Type a keyword/phrase in
the box next to this option.
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e Sender - Select this option to include ONLY the emails sent from a
particular email address. Type the sender email address in the box next to
this option.

e Recipient - Select this option to include ONLY the emails sent to a
particular email address. Type a recipient email address in the box next to
this option.

e Quarantined by - Select this option to group emails quarantined by a
specific (but not necessarily unique) filter in this search folder. Select a
filter from the list next to this option (for example, Attachment Checking).

NOTE: Since GFI MailSecurity can block an email for multiple security threats
or content policy infringements, you can choose to include only emails that
were blocked by one specific filter. This is possible by selecting the only
check box next to the filters list.

e Item direction - Select this option to limit the items included in this search
folder to either Inbound or Outbound emails.

¢ NOTE: Leave this option unselected if you want to include both Inbound
and Outbound emails in this Search Folder.

¢ NOTE: This option is only enabled when GFI MailSecurity is not installed
on a Microsoft Exchange machine, or if it is, the Item source selected was
Gateway.

¢ Date - Select this option to group emails by date. Specify a date in the

relevant box or alternatively click the calendar 2 putton and select the
required date from the calendar window.

Specify a Date Range

You can also group emails by Date Range. To do so, click Date Range, and
then specify a start date in the Day from box and an end date in the Day to
box.

Specify time

In addition to the date, you can also specify the time or time range of the
emails you want to include in this folder. To specify the time, select the time
check box and input a time value in the relevant box.

Specify time range

To specify a time range for a particular day, click Date Range and specify the
same date value in both the Day boxes. Subsequently specify the required
start time in the Time from box and the end time in the Time to box.

7. Click Save folder to create the search folder.

Quarantine GFI MailSecurity 10.1 « 109



GFi

\

Mewy Search Folder

-‘i._\ Use thiz page to create and edit search folders,
)

Define a new folder

Search folder name:

Please select item source.

| & ateway (5MTF) =]

Auto-Purging

With the auto-purge option, you can autornate the management of the iterns stored in this
search folder, Iterns that have been quarantined for at least the number of days you specify will
be automatically deleted from the quarantine system,

¥ Enable Auto-purging

Automatically purge items older than:

day(s)

Keyword search

Quarantine reason:

A |

Item subject:
| |

Sender:

| |

Recipient:
| |

Search options

Quarantined by:
B |A1.'ta-:hment Chedcking j [ only

Item direction:

B |Inbound j

Date filter
[~ Date:
Day: Time: (hh:immiss:am /pm)

— - W Y

W



GFl

\

Screenshot 84 - New Search Folder properties page

GFI MaiISecurity
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& Settings
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-y Information Store Protection
2L Content Filtering
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'ﬁ Decompression Search in sender/recipients:
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r_" Trojan & Executable Scanner
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Screenshot 85 - Search Folder Contents Summary

NOTE: Click the Search Folder node to view the amount of emails matching
each Search Folder.

Changing Search Folder properties

Quarantine

Uze thiz page to sort, and manage quarantined iters

N
N 2

Items per page:
Update |

| Approve items | | Lelete itam= || Rescan items |

| Approve all || Lelete all || Fescan all |

RSS feed dizabled. Configure RSS feads,

NG C
R

Iterns in thiz zearch folder are avtornatically purged if they are older than 1 dawss,

I Module Reason Sender Recipient(s) Subject 4= Date Source

-

Page(s] < 1

[

| Edit search falder ||De|ete search folder Ttern source: I‘Jiew all

Screenshot 86 - Search Folder options
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To modify the properties, search criteria and auto-purge settings of an
existing search folder:

1. Expand the GFI MailSecurity » Quarantine » Search Folders node.

2. Click on the Search Folder you want to modify and from the right pane,
click Edit search folder.

3. Make the required changes to the search folder properties. For more
information on how to configure search folder options, refer to the ‘Grouping
guarantined emails in Search Folders’ section earlier in this chapter.

4. Click Save folder.

Deleting Search Folders
To delete an existing search folder:

1. Expand the GFI MailSecurity » Quarantine » Search Folders node.

2. Click on the Search Folder you want to delete and from the right pane, click
Delete search folder.

NOTE: - When you delete a search folder, no emails are actually deleted from
the quarantine store. This is because a search folder is just a query that
retrieves matching emails from the Quarantine Store. In other words, a search
folder is just a visual grouping of emails that match certain criteria, but the
actual email is not physically stored in the search folder. However, you can
still approve or delete emails from within a search folder by using the
Approve items / Delete items buttons.

Approving emails from the Quarantine Store

You can approve emails from any sub-node underneath the Quarantine node
including the Search Folders. You can also use Quick Search to look for
specific emails that you want to approve. To approve emails:

1. Expand the GFI MailSecurity » Quarantine node and select the sub-
node that contains the email(s) you want to approve (for example, select the
Today node if you want to approve emails that were quarantined today).
Alternatively, you can use Quick Search to look for the emails that you want
to approve.

NOTE: You can approve an email that was quarantined today from the Today
node, the This Week node, the All Emails node as well as from any Search
Folder that contains the email. The difference between the mentioned nodes
is the amount of emails that are present within.
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Quarantine
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A
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=10 RSS feed disabled, Configure RSS feeds.
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Screenshot 87 - List of Quarantined Emails in selected Search Folder

NOTE: You can sort the quarantined emails by clicking on any of the column
headings. If you click the same column heading, the sort order switches
between ascending and descending.

2. Select the check box of the email(s) you want to approve and click
Approve items.

NOTE: If you want to approve all the listed emails, you do not need to select
all the check boxes individually. Just click Approve all.

NOTE: To refresh the information, click Update.

NOTE: If an email matches more than one search folder, the administrator
does not need to approve the same email from each search folder. If you
approve an email from a search folder, GFI MailSecurity removes it from the
Quarantine Store and so it does not list in any of the other search folders.

Deleting emails from the Quarantine Store
To delete emails from the Quarantine Store:

1. Expand the GFI MailSecurity » Quarantine node and select the sub-
node that contains the email(s) you want to delete (for example, select the
Today node if you want to delete emails that were quarantined today).
Alternatively, you can use Quick Search to look for the emails that you want
to delete.

NOTE: You can delete an email that was quarantined today from the Today
node, the This Week node, the All Emails node as well as from any Search
Folder that contains the email. The difference between the mentioned nodes
is the amount of emails that are present within.
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2. Select the check box of the email(s) you want to delete and click Delete
items.

NOTE: If you want to delete all the listed emails, you do not need to select all
the check boxes individually. Just click Delete all.

NOTE: To refresh the information, click Update.

NOTE: If an email matches more than one search folder, the administrator
does not need to delete the same email from each search folder. If you delete
an email from a search folder, GFI MailSecurity removes it from the
Quarantine Store and so it does not list in any of the other search folders.

Rescanning emails from the Quarantine Store

The Quarantine Store allows you to submit quarantined emails for
rescanning. This option is provided mostly to cater for virus outbreak
scenarios.

For example, an email is quarantined on Monday because it infringed a
Content Checking rule. The same email also contained a newly released
virus. However, since the virus signatures had not yet been updated when it
passed through GFI MailSecurity, it did not infringe any virus scanning rules.

A few hours after this email was quarantined, the virus signatures are
updated. The next day, the administrator comes across this email while going
through the quarantine store. If rescanning of quarantined items was not
possible, the administrator would have only two options, delete the email, or
approve it and release a virus unknowingly.

With the rescan option, the administrator can choose to submit the email for
rescanning. This time around, since the virus signatures where updated, the
email will infringe both a virus scanner rule, as well as the same Content
Checking rule.

When the administrator finds the same email in the Quarantine Store, the
reason for quarantining will be that a virus was detected. The administrator
will then most probably choose to delete the email.

To rescan emails from the Quarantine Store:

1. Expand the GFI MailSecurity » Quarantine node and select the sub-
node that contains the email(s) you want to rescan (for example, select the
Today node if you want to rescan emails that were blocked today).
Alternatively, you can use Quick Search to look for the emails that you want
to rescan.

2. Select the check box of the email(s) you want to rescan and click Rescan
items.

NOTE: If you want to rescan all the listed emails, you do not need to select all
the check boxes individually. Just click Rescan all.

NOTE: To refresh the information, click Update.
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12.7 View the full security threat report of an email

To view the full security threat report of a quarantined email, follow these
steps:

1. Expand the GFI MailSecurity » Quarantine node and select the sub-
node that contains the email(s) you want to view (for example, select the
Today node if you want to view emails that GFI MailSecurity quarantined
today). Alternatively, you can use Quick Search to look for the emails that you
want to view.

2. GFI MailSecurity lists the quarantined emails in a table. GFI MailSecurity
can quarantine an email for one or more security reasons, but it only displays
the top security threat under the Reason column.

Quarantine

-+\ Uze thiz page to sart, and manage quarantined items=
\n ¥
| Approve items || Delete items || Rescan items | Items per page:
| Approve all || Delete all || Rescan all | Update
5 Res feed enabled, Use the URL associated with the RSS icon to subscribe to the feed,
[T 1D Module Reason Sender Recipient(s]) Subject 4~ Date Source
Trajan & breached trojan . free game
jackb@rmaster- 07/02/2007 Gateway
[T & Executable and execut‘.ables adam@external.com dommain, ... a!ﬂd funny 09:49:48 (SMTP)
Scanner scanner policy pics
Pagels) < 1
| Edit search folder ||De|ete zearch folder| Tterm zource: |iew all ;I

Screenshot 88 - A quarantined email

3. To view the full security threat report, click on the row of the quarantined
email you want to view. GFI MailSecurity will list all the body parts of the
email such as plain text body, HTML body, and any attachments.

4. To return to the list of quarantined emails, click Back.

NOTE: From this page you can also approve, delete, or re-scan the particular
email you are currently viewing, by clicking the respective button. If you want
to delete an email and inform the intended recipients of the action taken, click
Delete and Notify instead of Delete.

NOTE: If you want to download the quarantined item, click Download Item.

NOTE: Unless the source of the item is Information Store (VSAPI), you can
approve a sanitized version of the email by clicking Sanitize and Approve.
When you click this option, GFI MailSecurity removes the email from the
guarantine store and sends it to the intended recipients, but before doing so,
all the body parts that have a security threat are removed from the email, thus
rendering it safe.
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Quarantined email
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I Approwe I |Sanitize and Appm\re| | Rescan |
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Filename (size) Threat Description
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Module Threat
Trojan & File 'coolgame.exe' breached the following Trojan & Executable Scanner rulefs: "Checks
Executable if the executable tries to change keyboard, mouse or display settings=
Scannar (CheckUIChange)"
Attachment File "coolgare. exe" triggered rule "CONTENT POLICY: Black all potentially malicious
Checking attachrments" (Claimed extension "exe" listed in "block" extenzion list)
+ fun 03jpg (22.91K0) @ Triggerad rule "CONTENT POLICY: Block most cornmon image
attachrnents (jpg, etc )"
+| fun 04, qif (22.91Kb) @ Triggered rule "CONTENT POLICY: Block most commmon irmage
attachments (.jpg, etc )"
=l fun 0Z.jpg (22.91Kb) @ Triggerad rule "CONTENT POLICY: Block most cornmon image
attachrents (jpg, eto )"
Module Threat
Attachment File "fun 0Z2.jpg" triggered rule "CONTENT POLICY: Block most common image
Checking attachrents (jpg, eta )" (Clairmed extension "jpg" listed in "bBlock" extenzion list)
+ fun 01.jpg (22,91K0) @ Triggerad rule "CONTENT POLICY: Block most cornmon image

attachments (jpg, etc )"

Message Text

@ Text Body | @ HTML Bady |

Please dick here to see gquarantined content =
The rmessage body might contain ralicious content Instead of dizplaving the message body, the
threat description is being shown, The following table shaws the threat details for this message bady,
To view the actual message body, pleasze dick the link above.

Plugin Threat

Content Wards in body triggered rule "CONTENT POLICY: Block Sexual Content" [(Words

Checking found: jack)

-

Screenshot 89 - Viewing the full security threat report of a quarantined email

116 e GFI MailSecurity 10.1 Quarantine



GFl

12.8 Enable email approval via HTML approval forms
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Screenshot 90 - Quarantine Options configuration page

+l-  Quarantine

You can configure GFI MailSecurity to send HTML Quarantine Action Forms
through email to the administrator or an authorized user. The Quarantine
Action Form makes it possible for the administrator to approve or delete
guarantined emails directly from the email client without accessing the
Quarantine Store. To enable the sending of HTML Quarantine Action Forms,
follow these steps:

1. Click the GFI MailSecurity » Quarantine Options node.

2. Select the Send quarantine approval forms by email check box to
enable the sending of HTML Quarantine Action Forms through email.

3. Specify to whom you want to send the HTML Quarantine Action Forms (i.e.
specify who will review/approve the quarantined emails) by selecting one of
the following options:

e Send to administrator - Select this option to send the HTML Quarantine
Action Forms to the administrator (i.e. using the email address specified
during the installation stage or configured in the GFI MailSecurity »
Settings node » General tab). For more information on how to configure
the administrator’'s email address, refer to Define the administrator’s email
address section in this manual.

e Send to the following email address - Select this option to send the
HTML Quarantine Action Forms to a specified email address/user group
or public folder. Type the recipient in the box provided underneath this
option.

NOTE: In the HTML Quarantine Action Form, you can click More details to

view all the information related to the quarantined email.
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4. Click Apply.

How to approve or delete quarantined emails from an email
client

When GFI MailSecurity quarantines an email, the administrator receives an
email containing an HTML Quarantine Action Form. The form contains details
related to the quarantined email including the reason why it was blocked and
any attachments that were included in the email.

B Notification: GFI MailSecurity detected s threat. - Message (HTML)

i Fle Edit Wiew Insert Format  Tools  Actions  Help

i - Reply | Sl Reply o Al | G2 Forward | (o oo [ LA | ¥ [ 23 K | e - o - AP |G @H
From: Administrator Sent:  Tue 10§13/2009 4:22 PM
Tor Johin Smith

ol
Subject:  Motification: GFI MailSecurity detected = threat.

GFI Mai|5ecurity Gluarantine Action Form

Dear Adrinistrator,

Cnthe 13 October 2009 GFI MailSecurity guarantined the folloving item.

Item ID 7

Highest Priority Module Attachment Checking
Subject callcall

From jackbiddexternal .com

To jsmithi@masterdomain.com

Threats detected

Filename Reason

Attachment Checking : Triggered rule "CONTENT POLICY:

0
® 0 funny.mpz (258) Block all potentially rralicious attachrneants"

Please select from the foallowing options:

More details | | Approve | | Sanitize and Approve | | Delete | | Delete and Motify

Screenshot 91 - HTML approval form

Through the HTML Quarantine Action Form, the administrator can approve or
delete the email mentioned in the form by clicking on Approve or Delete
accordingly. If the administrator approves the quarantined email, GFI
MailSecurity will forward the quarantined email to the intended recipient and
remove it from the Quarantine Store. In addition, if the email was inbound, the
recipient will receive an email describing the status change of the quarantined
email (i.e. approved or deleted). This email is mostly required to inform the
user when the quarantined email is deleted.

Quarantined mail from the user point of view

The quarantining of mail is largely transparent to the mail user. For both
inbound and outbound mail, users will receive the quarantined mail as soon
as the administrator approves it.
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If you select to notify the local user, via the notification options group under
the actions tab of a particular node, the local user will receive an email to
inform him that an email was quarantined as shown in the following
screenshot.

NOTE: If a threat is detected in an outbound email, the recipients will receive
the original email with the malicious parts removed. A security notice is
attached to the email to inform the recipients what email parts were removed
and for what reason. This behavior is always enabled and is not affected by
the ‘notify local users’ setting.

B Notification: GFI MailSecurity detected s threat. - Message (HTML)

i File Edit iew Insert  Format  Tools  Actions  Help

§ FaaReply | iReplyto Al | g Forward | -3 |4 | ¥ [ 13 X | & - ¥ - A7 4G | N |
From: Administrator Sent:  Tue 10§13/2009 4:22 PM
Tor Johin Smith

ol
Subject:  Motification: GFI MailSecurity detected = threat.

. -
GFI Mallsecurlty Notification
On 13 Oct 2009 st 4;20:06 PM the tem described belovw, was quarantined,
From jackbighexternal.com
To jsmithi@masterdomain.com
Subject Check out thiz game!

Threat report

coolgame exe

File 'coolgame.exe' breached the following Trojan % Executable Scanner rulefs: "Checks if the
executable tries to change keyboard, riouse ar dizplay settings(CheckUIChange)"

Regards,
GFI ContentSecurity.

Screenshot 92 - Quarantined email user notification

12.10Enable quarantine RSS feeds

What is RSS?

Really Simple Syndication (RSS) is a protocol used by websites that update
their content frequently, for example news sites, weblogs and so on, to inform
end users of what is new or updated on the website.

The website publishes an XML file, called an RSS feed, that complies with the
schema defined in the RSS standard. End users make use of a special
application, called a feed reader or aggregator, to subscribe to the different
RSS feeds. The aggregator reads the XML file from the URL specified when
subscribing, parses the content and displays a list of updated articles. The
entries usually include a summary of the article and a link to view the full
article.
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How does GFI MailSecurity use RSS?

The quarantine store is like a website that is updated frequently with new
blocked content. To facilitate the work of the administrator in keeping an eye
on the GFI MailSecurity quarantine store, RSS feeds can now be enabled on
the quarantine folders.

If you enable RSS feeds on a quarantine folder, the administrator can use an
RSS feed reader to subscribe to the quarantine folder RSS feed. Through the
RSS feed reader, the administrator is periodically informed of new blocked
content in the quarantine store.

NOTE: For a list of freely available RSS feed readers please visit
http://kbase.qgfi.com/showarticle.asp?id=KBID002661. The RSS feed readers
listed support authentication and have been tested with the quarantine RSS
feeds feature of GFI MailSecurity.

How do | configure RSS on a quarantine folder?
To enable RSS feeds on specific quarantine folders, follow these steps:

1. Click the GFI MailSecurity » Quarantine RSS Feeds node.

GFlIMailSecurity

=H() GFI MailSecurity [
..... #_ Settings

----- 18] Version Information

Apply | | Cancel

Quarantine RSS Feeds

----- % Licensing

----- fdy Information Store Protection
----- 2 Content Filtering

[ Attachment Filtering

‘;‘_r' Wirus Scanning Engines

----- @ AntiSpam

o
I'{ Configure RSS5 feeds on the guarantine search folders

GFI MailSecurity uses RSS (Really Simple Syndication) feeds to inform you when
new items are blocked in the quarantine.

To read Quarantine R55 Feeds you can use an RSS feed reader program to
subscribe to the feed. To subscribe to a feed, copy the URL associated with the
orange RSS5 button to the left of the Quarantine folder you want to monitor and

'ﬁ Decompression

Trojan & Executable Scanner
+_r- Email Exploit Engine

E:m HTML Sanitizer

----- E Patch Checking

1l Reporting

El Realtime Monitor

- Quarantine Options

----- A\l Quarantine RSS Feeds

+h§ Quarantine

use it to create 3 new subscription in the RSS feed reader.

NOTE: Only users given access privilege through the GFI MailSecurity
SwitchBoard tool are allowed to subscribe to the Quarantine R55 feeds. Please
visit http://kbase.gfi.com/shovwarticle.asp?id=KBID002661 for a list of freely
available R55 feed readers which are known to support authentication and have
been tested out with the GFI MailSecurity Quarantine R55 Feeds.

[ Enable Quarantine RSS Feeds
If the above checkbox is unchecked, no feeds will be generated regardless
of the individual filter's settings

RSS Feeds

2l#.1% To subscribe to all enabled feeds, copy the URL associated
with the orange OPML button.

Default quarantine

folder

li¥3-8 Today
L=l Yesterday
L3N This Week
LEEE All Ttems

RSS Feed Status Interval Maximum Items

Disabled
Disabled
Disabled
Disabled

10 minutes 100
10 minutes 100
10 minutes 100
10 minutes 100

Custom gquarantine
folder

Lt=k=1 Emails blocked

RSS Feed Status Interval Maximum Items

by Email Exploit Disabled 10 minutes 100
Engine
Sl Emails blocked |y jog 10 minutes 100

by virus scanners

Screenshot 93 - Quarantine RSS feeds
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2. Select the Enable Quarantine RSS Feeds check box.

3. Under the RSS Feeds area you can view a list of all the quarantine search
folders, both default and custom, currently configured. To configure RSS
feeds for a particular quarantine folder, click Edit to the right of the quarantine
folder entry.

RSS Feeds

2J#. 1" To subscribe to all enabled feeds, copy the URL associated with the orange OPML button. Edit...

Default quarantine folder RSS Feed Status Interwal Maximum [tems
LEER Today Enabled 10 rminutes 100

[¥ Enable Quarantine R$S feads on this folder

Refresh feed content every:
0 minutes

Feed should contain at most:

[t Jrtems

Please use the following address to subscribe to this feed.

|http:J'NUIN2K3ENTSVR:EUJ'“‘ aspx?feedd =tod ay.=mil; ESQCEAVEIZ?E—LIUSC—AESE—31QC4

MOTE: If you give averyone accass to the RSS feeds from the GFI MailSecurity SwitchBoard application or disable NTLM security on the RSS feads
virtual directary, anyone will be able to subscribe to this feed. If you suspect unauthorized users managed to get a copy of this URL, click the 'Reset
Feed URL' button to generate a new URL and click the "4pply' button. You then need to modify the RSS subscription to point to the new URL.

Reset Feed URL

restarday Disabled 10 rminutes 100 Edit...
This Week Disabled 10 rminutes 100 Edit...
3 Al Ttermns Disabled 10 minutes 100 Edit...

Custom quarantine folder R$S Feed Status Interwal Maximum Items
GEET Ernails blocked by email exploit engine Disabled 10 rminutes 100 Edit...
GEET Ernails blocked by virus scanners Enabled 10 rninutes 100 Edit...

Screenshot 94 - Quarantine folder RSS feed

4, Select the Enable Quarantine RSS feeds on this folder check box.

5. Specify an interval in minutes in the Refresh feed content every box. The
default value is 10 minutes.

6. Specify the maximum number of items you want the feed to include in the
Feed should contain at most box.

NOTE: By default, the GFI MailSecurity quarantine RSS feeds require
authentication and thus only the users configured in the GFI MailSecurity
SwitchBoard tool can subscribe to the RSS feeds. For more information, refer
to Securing access to the GFI MailSecurity Quarantine RSS feeds section in
this manual.

NOTE: If you give everyone access to the RSS feeds from the GFI
MailSecurity SwitchBoard application or disable NTLM security on the RSS
feeds virtual directory, anyone will be able to subscribe to the feeds. If you
suspect unauthorized users managed to get a copy of a quarantine folder
RSS feed URL, click the Reset Feed URL button for the specific quarantine
folder and then click Apply. You then need to update the RSS subscription in
your RSS feed reader application to point to the new URL. If you suspect that
all RSS feed URLs might have been discovered, click Edit to the right of the
OPML entry, click Reset all the URLs and then click Apply. You then need
to update all the RSS subscriptions in your RSS feed reader to point to the
new URLSs.

7. Click Apply.
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How do | subscribe to a quarantine search folder RSS feed?

To subscribe to an RSS feed follow these steps:

1. Right-click on the RSS icon to the left of the quarantine search folder to
which you want to subscribe.

R55 Feeds

H Y To subscribe to all enabled fee

Default quarantine folder

LEEN Tadav

A Cpen Link

R5S Cpen Link in Mew YWindow

RS55 Sawe Targek As. ..

Primk Targek

Custo Show Picture

R5S Save Picture As,.. N
=3 E-mail Picture. .,

Print Picture. ..

Go ko My Pictures

Set as Background
Set as Desktop Ikem. ..

Copy Shorkcut

&dd ko Eavarites. ..

Properties

Screenshot 95 - Copy RSS feed URL

2. Click Copy Shortcut.

3. Use your favorite RSS feed reader application to create a new RSS feed
subscription. Use the RSS feed URL copied in the previous step to specify
the location of the feed.

NOTE: If you want to subscribe to all the enabled quarantine search folder
RSS feeds in one go, copy the shortcut of the OPML icon. RSS feed reader
applications usually have an option to import RSS feeds from an OPML file.
An OPML file is an XML file that contains a list of RSS feeds, in this case all

the quarantine search folder RSS feeds that are enabled.

12.11Enable the Directory Harvesting filter on quarantined

emails

Since GFI MailSecurity is usually installed as a first line of defense against
email-based threats, it will process a lot of spam email because server level
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spam filters, such as GFI MailEssentials, are usually installed behind GFI
MailSecurity.

For this reason, GFI MailSecurity will process a lot of spam email. Some of
the spam email contains malicious attachments such as viruses, trojans and
so on, and will thus be blocked by GFI MailSecurity and stored in the
guarantine store for review.

Spam email quarantined by GFI MailSecurity will thus clutter the quarantine
store with many useless emails, making the administrative review process
more complex.

To eliminate malicious spam email from the quarantine store you can enable
the Directory Harvesting filter on the quarantine store. The Directory
Harvesting filter will scan emails that GFI MailSecurity blocks before they are
stored in the quarantine store. If all the recipients of the blocked email are
non-local or do not exist on the organizations Active Directory or email server,
GFI MailSecurity will delete the blocked email instead of storing it in the
guarantine store.

The Directory Harvesting filter determines if a user exists or is local, by
performing user lookups against the Active Directory or LDAP server you
configure.

To enable the Directory Harvesting filter on the quarantine store, follow these
steps:

1. Click the GFI MailSecurity » Quarantine Options node.
2. Click the Directory Harvesting tab.
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Quaranting Mode Directory Harwvesting

b

_-'_1 Cirectory Harvesting

If you enable directory harvesting protection on the quarantining syster, GFI
MailSecurity will delete iternz that have anly non-existent recipients, instead of

storing therm in the quarantine.

Thiz feature will autornatically keep vyour quarantine store clean from ralicious spam

ernail.

[¥ Enable directory harvesting protection

Lookup options

" Use native Active Directory lookups
{* Usa LDAP lookups=

LDAP Setbings

Server: |win2l¢3e>¢cch |
Part: =50 [ vse ssL
Baze DM: | j

I_ Anonymous bind | Update DN list |

User: |administratu:ur |

Password: |-|ooo-|nno-ro |

* Far security reasons, the length in the
password box above does not necessarily reflact
the true password length

Email address test

Ernail address:

|administrat-:-r@maiterd-:-main.cl:-m || T ezt

Logging optons

[ Log occurrence to this file:

Screenshot 96 - Directory Harvesting filter

3. Select the Enable directory harvesting protection check box.
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4. If you installed GFI MailSecurity in AD mode, click Use native Active
Directory lookups and skip to step 7. If you want, you can choose to use
LDAP lookups, as outlined in the next step.

5. If you installed GFI MailSecurity in SMTP mode, click Use LDAP lookups.

6. Specify the LDAP server name or IP in the Server box and the port
number, default 389, in the Port box. If your LDAP server requires
authentication, ensure that the Anonymous bind check box is clear and
enter the authentication details in the User and Password boxes.

7. Click Update DN list to populate the Base DN list and select the
appropriate entry from the list.

8. To test your LDAP configuration settings, specify a valid email address in
the Email address box and click Test. If the lookup succeeds, Email
address found is displayed underneath the Email address box.

NOTE: If you installed GFI MailSecurity in Active Directory user mode on a
DMZ, the Active Directory of a DMZ normally does not include all the network
users (i.e. email recipients) and as a result, you will be getting many false
positives. In such cases, we recommend that you perform Directory
Harvesting checks using LDAP lookups (i.e. click Use LDAP lookups and
specify your LDAP server details).

NOTE: When GFI MailSecurity is setup behind a firewall, the Directory
Harvesting feature will not be able to connect directly to the internal Active
Directory because of the Firewall. In this case, although both options will be
available, you must use LDAP lookups in order to enable the Directory
Harvesting filter to connect to the internal Active Directory of your network
(i.e., pass through your Firewall). Make sure to enable default port 389 on
your Firewall

NOTE: When connecting to an Active Directory using LDAP (i.e. when GFI
MailSecurity in installed on a DMZ or behind a Firewall), you have to specify
the authentication credentials in this form: Domain\User (e.g. master-
domain\administrator).

NOTE: In an Active Directory, normally the LDAP server is the Domain
Controller.

9. If you want to keep a log of the emails that GFI MailSecurity deletes
through the Directory Harvesting filter, select the Log occurrence to this file
check box and specify a log file name in the box below.

10. Click Apply.
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13.1

Reporting

Introduction to GFI MailSecurity Reporting

Through the reporting option, you can configure GFI MailSecurity to log
statistical data, such as the amount of emails being processed and
guarantined, into a database. You can then buy the GFI MailSecurity
ReportPack add-on, to generate informative reports based on the data
collected in the database.

13.1.1 Configuring the statistical information database

GFIMailSecurity

=) GFI Mailsecurity
..... ) settings |

| v

Apply | | Cancel

----- _‘Q Version Information
----- Licensing Reporting
----- By Information Store Protection
----- 2 Content Filtering l!; Reporting
[ attachment Filtering l
+_r- Virus Scanning Engines

----- (:) AntiSpam
- Reporting records statistical information to a2 database. This data is later used to
'ﬁ Decompression generate reports of your choice. This dialeg allows you to configure the database

Trojan & Executable Scanner backand for the raports.
+_r- Email Exploit Engine ¥ Enable Reporting
ﬁm HTML Sanitizer
----- #2 Patch Checking
-l Current type : Microsoft Access
El Realtime Monitor
-4  Quarantine Options

Current database settings

Current location :
C:\Program Files (x86)\GFI\ContentSecurity\MailSecurity\data\reports.mdb

-
1| | »

To configure the reporting option:
1. Click the GFI MailSecurity » Reporting node.

2. To enable data logging for reporting purposes, select the Enable
Reporting check box. If clear this check box, no reporting data will be logged.

----- F Quarantine RSS Feeds

+i-1g Quarantine

Screenshot 97 - Reporting page

3. In the reporting page, you can see the details of the currently configured
reporting database, such as the database type and the location of the
database. To change the current database settings, expand the Reporting
node and click the Configure Database sub-node.

4. In the Configure Reporting page, you can configure the reporting database
as follows:
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13.1.2 Configuring a Microsoft Access database backend

GFIMailSecurity

=HZ) GFI Mailsecurity

- Settings
-9 Version Information
Licensing
-y Information Store Protection
-8 Content Filtering
[ Attachment Fitering
+-- Virus Scanning Engines
@ AntiSpam
lﬁ Decompression
Trojan & Executable Scanner
+-- Email Exploit Engine
ﬁm HTML Sanitizer
E Patch Checking
=}l Reporting
" GFI MailSecurity ReportPack
@ Realtime Monitor
-4y Quarantine Options
Quarantine RSS Feeds

+-¢ Quarantine

Apply | | Cancel

|»

Reporting

Configure Reparting

Current Database Settings

Current type :

Current location :
Ci\Program Files (x86)\GFI\ContentSecurity\MailSecurity\data\reports.mdb

Microsoft Access

© MS Access

@] SQL Server

New Database Settings
Database type

Microsoft Access reporting

File : |C".F'r:>grsm Files (xB8)\GFI'C

curity\MailSecurity'\data'\reports. mdb

4

of

Screenshot 98 - Configuring a Microsoft Access database backend

1. Click MS Access and type the complete path including the filename of the
database file in which the statistical data must be stored. If you only specify a
filename, the database file is created in the default path i.e.

C:\Program Files\GFI\ContentSecurity\MailSecurity\data\<filename.mdb>

2.

Click Apply.

128 e GFI MailSecurity 10.1

Reporting



GFl

\

13.1.3 Configuring a Microsoft SQL Server database backend

Reparting

Configure Reporting

Current Database Settings

Current type : Microzsoft Accass

Current location :
CiZProgram Files\GFIZContentSecurity\MailSecurityh data\reports. mdb

New Database Settings

Database type

' MS Access {* S0L Server

S0L server reporting

¥ petected server : |WIN2K35QL j

- Manually specified server : | |

User : |sa |

Password : | |

et Databasze List

Database :

Screenshot 99 - Configuring SQL Server Database backend
1. Click SQL Server.

2. Click Detected server and then select the SQL Server from the Server list
or else click Manually specified server and in the box type the IP or server
name where Microsoft SQL Server is hosted.

3. Type the name of a user that is authorized to access the Microsoft SQL
Server in the User box.

4. Type the password for this account in the Password box.

5. Click Get Database List to extract the database information from this
server and populate the Database list.
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6. From the Database list, select the database where you want to store the
statistical data.

7. Click Apply.

NOTE: Make sure that you have already created the database on Microsoft
SQL Server before configuring this option.

Creating a new database on Microsoft SQL Server 2000

1. Open the SQL Server Enterprise Manager (Start » Programs »
Microsoft SQL Server » Enterprise Manager) and expand the Microsoft
SQL Server node where you want to create the database.

':m SQL Server Enterprise Manager - [Console Root',Microsoft SQL Servers'SQL Server Group'(local) (Windows NTY\D... [Ei[=] '

Bﬁ] File Action Wiew Tools ‘Window Help |;[i|5|
e~ |BmXrRB (@[ kN6 B3

[ Consale Root Databases 12 Items

=B Microsoft SQL Servers

Ee SGL Server Graup
EI& {local) (Windows MNT)

Ela G

MAZ00601 MAZO0GQZ MB200605 MAZO0GO4

Mew Database, ..

Al Tasks 3

i 3 MARCDE masker model mzdb

Mew Window from Here

Refresh
Export List. ..

Torthwind

Help

pubs

tempdb

]--D ata Transformation Services
#-{_7] Management

7-1_1 Replication

f-1_1 Security

]--{:I Suppork Services

#-(_] Meta Data Services

tempdb

[ B B W W W

Screenshot 100 - Creating a new database

2. Right-Click the Databases node and then click New Database.

3. Type the database name in the dialog box, for example,
'MailSecurityReports', and then click OK.

4. Expand the newly created database node, right-click the Users sub-node
and then click New Database User.
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Database User Properties - New User |

eneral I

Login name; || j Eermizsions... |
User name: BUILTIN Adriristrators

Databaze rale membership:

Perrit in Databaze Rale -

db_owner
db_acceszadmin
db_zecurityadriin
db_ddladmin
db_backupoperator
db_datareader
db_datawriter

db_derydatareader
db_derwdatawriter
db_marc_archive LI

Froperties. .. |
k. I Cancel | Help |

[
[
[
[
[
[
[
[
[
L]

Screenshot 101 - Creating a login

5. From the Login name list, select <new>.
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SOL Server Login Properties - New Login |

General | Server Roles I D atabase Access I

m Mame: IMaiIS ecurityllzer |

Authentication

£ windows Authentication

[N @it j

Secunty ancess;

£ Grant access

) Deny access

£+ S0L Server Authentication

Ixxxxxxxxxxxxxxxxx

Pazsword:

Defaults
Specify the defaulk language and databasze for thiz login.

Databasze: Imsec reporting databaze j

Language: I <Default: j

Cancel | Help |

Screenshot 102 - Specifying authentication mode

6. In the SQL Server Login Properties dialog box, type the login nhame, for
example, ‘MailSecurityUser', in the Name box. Under the Authentication
area, click SQL Server Authentication and then type a password in the
Password box.

7. Select the database you have just created from the Database list.
8. Click the Database Access tab.
9. Select the check box near the Database you have just created.
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SOL Server Login Properties - New Login

Generall Server Roles  Database Access |

Specify which databazes can be acceszed by thiz login.

Permit |Database |Uger

B model
OB madb

mses reporting database  QQESEENNEEEL)
OB rewdb
& pubs
& tempdb

D atabaze rales for ‘'mzec reporting databaze'

Permit in D atabaze Faole

| =

€ public

(1% db_accessadmin
| ﬁ db_securitpadmin
(] €% db ddladmin

Properties

=l
|

Cancel |

Help |

Screenshot 103 - Enabling the db_owner field

10. In the Database roles for list, select db_owner. Click OK to save your

settings.

Creating a new database in Microsoft SQL Server 2008

1. On the SQL server machine, click Start » All Programs » Microsoft
SQL Server 2008 » SQL Server Management Studio.

2. Enter the database administrator credentials.

3. From the left panel expand SQL Server node » Security.

4. Right-click Logins and select New Login.

5. Enter a valid user login name (example msec_user).

6. Select authentication type and click OK to apply changes.
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E Login - New

Select

24 General

24 Semver Roles
28 User Mapping
A Securables
A Sratus

Server

WwWIN2K3SHL

Connectior:
EE]

2 Yiew connection properties

" Windows authentication

s SOL Server authentication

=] E3
"_;S Script - m Help
Login name: Imsec_user Search... |

Password: Iooooooooooo
Confirm password: |uuuuu.
[ Specify old password

Old pazzword: I

I=| Enfarce pazsword expiration

[ Wzer must change password|at next login

" Mapped to certificate I j
= Mapped o asymmetric key I j
™ Map to Credantial I =l Add
Mapped Credentials Credential | Frovider |
Remove |
Default database: I master j
Default language: IEninsh j

o]

Cancel |

4

Screenshot 104 - Create new SQL login

7. From the left panel right-click Databases folder and select New Database.

8. In the new database dialog, enter a valid name (example MSECDB).

9. Click the owner browse button to enter a login name and in the Select
Database Owner dialog, click Browse.
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Loginz Obiect Twoes. .. I
& Browse for Objects

E objects were found matching the types you zelected.

E
tatching objects:
|| Mame | Ty |
T [##MS_PolicyE ventProcessinglLogintH] Login
[##kS_PolicyT 2glE xecutionLogindt#] Login
[mzec_uzer] Laogin
- [MT AUTHORITY4SYSTEM] Login
& =4 Lagin
R T A [TESTMCH-50L2008%Administrator] Lagin

(] I Cancel Help |

Screenshot 105 - Browse for object dialog

10. Select the user created in step 5 and click OK.

11. Click OK to close the Select Database Owner dialog.
12. Click OK in the New Database dialog to apply changes.
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14

14.1

Realtime Monitor

About the Realtime Monitor

Through the Realtime Monitor page, you can monitor the GFI MailSecurity
email processing activity in a ‘Live’ environment. Therefore, you can use this
option to check the status of each email and determine whether an email was
successfully processed, not processed or quarantined.

GFIMailSecurity

=1{Z) GFI MaiSecurity
-~ |4 Settings

|»

Realtime Monitor

uo Version Information
Licensing
My Information Store Protection
2L Content Fittering
E @? Attachment Filtering
+ - Virus Scanning Engines
g @ AntiSpam
= 'ﬁ Decompression
= 1:@ Trojan & Executable Scanner
4 - Email Exploit Engine
g ﬁm HTML Sanitizer
E Patch Checking
+}- 1l Reporting

2 El Realtime Monitor

8% Quarantine Options

The Realtime Monitor shows all the scanning activity in chronological arder.

GFI MailSecurity Statistics
3

Number of processed items
Number of quarantined items
Number of unprocessed emails in the last 24 hours

For more information on how to reprocess unprocessed emails click here...

GFI MailSecurity Activity Log
=3 y
Enable Auto-Refresh.

Refresh time interval in seconds{1]__|

Event

F ) Quarantine RSS Feeds

+l-§ Quarantine

10/20/2009 6:15:57 PM -
10/20/2009 6:15:56 PM -
10/20/2009 6:15:55 PM -

Item was processed ok
Item was processed ok

Racipients:

14.2

10/20/2009 6:15:55 PM - Subject: GFI ContentSacurity - New Norman Anti-Virus
update files downloaded and installed.

10/20/200% 6:15:55 PM - Sender: Administrator@setupii.local
10/20/2009 6:15:55 PM -
10/20/2009 6:15:55 PM -
10/20/2009 6:15:55 PM -
day(s)!

10/20/2009 6:15:55 PM -
10/20/2009 6:15:55 PM -
10/20/2009 6:15:51 PM -
10/20/2009 6:15:31 PM - Recipients:

10/20/200%9 6:15:31 PM - Subject: GFI ContentSecurity - New Kaspersky Anti-Virus
update files downloaded and installed.

10/20/2009 6:15:31 PM - Sender: Administrator@setupii.local
10/20/2009 6:15:31 PM - Processing new itemn

Processing new item
Recipients:
Subject: Your GFI MailSecurity evaluation will expire in 5

Sender: Administrator@setupii.local
Processing new item

Item was processed ok

4

Screenshot 106 - Realtime Monitor page

Monitoring email activity

Click the GFI MailSecurity » Realtime Monitor node to open the Realtime
Monitor page. This page displays the GFI MailSecurity email statistics and
event log.

The GFI MailSecurity Statistics area shows the:

e Number of processed items - number of emails which were successfully
scanned by the product.

o Number of quarantined items - number of emails which were directed to
guarantine.
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Number of unprocessed emails in the last 24 hours - number of emails
that are not processed by GFI MailSecurity and not delivered to the
recipient. One reason this can happen is when the email is corrupted
spam and therefore could not be processed successfully. A copy of these
emails can be found at <. \GFI\Content Security\MailSecurity\FailedMails>
folder.

NOTE: For more information about unprocessed emails refer to:
http://kbase.gfi.com/showarticle.asp?id=KBID003263

In the GFI MailSecurity Activity Log select the Enable Auto-Refresh
check box and specify a time interval in seconds for automatic refresh of
the Realtime Monitor. Alternatively, click on Refresh to refresh the activity
manually.

In the Event area, the page displays the date and time when GFlI
MailSecurity receives and scans an email, as well as the sender, recipient
and subject of every email scanned.
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15 Miscellaneous

15.1 Version Information

GFIMailSecurity

=1{Z) GFI MaiSecurity =
Version Information

- Settings
S5 LIl Version Information
Licensing 1.0| Version Information

o % Information Store Protection
. Content Fitering

W Attachment Filtering Product description
] Virus Scanring Engines Product name: GFI MailSecurity for Exchanga/SMTR
-{Z) AntSpam Company name: GFI Software Ltd
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= - Trojan & Executable Scanner
4 Current build version information
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. E Patch Checking Build: 20091016

+}- 1l Reporting

E E Realtime Monitor

- Quarantine Options
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Screenshot 107 - Version Information page

To view the GFI MailSecurity version information, click the GFI MailSecurity
» Version Information node. The version information page displays the GFlI
MailSecurity version number currently installed and the build information. To
check whether you have the latest build of GFI MailSecurity installed on your
machine, click Check if newer build exists.

NOTE: Please, always quote your GFI product Version and Build information
when requesting for GFI support.

Miscellaneous GFI MailSecurity 10.1 » 139






GFl

16 Advanced topics

16.1 Customizing the notification templates

GFI MailSecurity sends notification emails to the administrator/user whenever
an event that needs attention occurs.

There are two types of notifications:

e Administrative notifications - GFI MailSecurity sends these
notifications, for example, when a license is going to expire, when a new
patch is available, and when new anti-virus engine updates are available.

e End user notifications - GFI MailSecurity sends these natifications to the
sender/recipient of an email when an email gets quarantined or modified.

The notification email message is generated from templates stored in sub-
folders in the ContentSecurity\MailSecurity\Templates folder.

Each template sub-folder can contain an HTML body template (html.txt), a
text body template (text.txt), and a subject template (subject.txt).

NOTE: The template folder names and template file names are predefined
and therefore you cannot change them.

The templates contain the text of the notification message, as well as field
names that are replaced by dynamic values upon generation of the
notification message.

There are two types of template:

o Tag-based templates - These templates use tags (in the form
"[TAGNAMET]”) to indicate fields which need to be replaced with dynamic
data.

e XSL-based templates - These templates are an XSL style sheet, and are
used in conjunction with dynamically created XML data to generate the
notification message.

NOTE: Always take a backup of the template you are going to modify. In this
way, you can always recover from the backup template if your modified
template does not work as expected.

NOTE: Before modifying XSL-based templates, make sure you are proficient
in XML and XSL. If you modify an XSL template and it is not well formed, for
example, the notification services module will fail to send notification emails.
To check whether an XSL based template is well formed, you can rename the
template filename with an extension of “.xml” and load it in Microsoft Internet
Explorer. If the template is well formed, the browser will load it correctly. If it
contains errors, the browser will highlight the exact line where the problem is
located.

Variables used in XSL-based notification templates

Notify user and notify manager notifications (in notifyuser folder and
notifymanager folder respectively)
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Node Description

“‘itemsenderemailaddress” The sender’s email address.

“‘itemsubject” The quarantined email subject.

“‘itemdeliverytime” The date and time the message was delivered.
“itemrecipients/recipient” The message recipients. Use xsl:for-each to enumerate.
“action” Action taken on message by GFI MailSecurity.
“shortdate” Date when email was processed. Short date format.
“longdate” Date when email was processed. Long date format.
“time24” Time when email was processed. 24 hour format.
“time12” Time when email was processed.
“infringedrules/rule” List of rules infringed. Use xsl:for-each to enumerate.
“‘itemmessageid” The message ID of the email processed.
“‘itemscandirection” 0 - Inbound : 1 - Outbound : 4 - Mixed

The listing on the next page shows a typical notify manager XSL template,
which will generate the following HTML output.

HTML Output

<HTML>
<BODY>

On 04 August 2005 an email was blocked which has violated the following
rules:<P></P>

<B>BitDefender Anti-Virus</B><BR/>
<p>
The following action(s) were taken: <B>Quarantined</B>
</P>
Additional information:
<P>
<table border="1">
<tr>
<td>Subject</td><td><B>Sample email subject</B></td>
</tr>
<tr>
<td>Sender</td><td><B>samplesender@sampledomain.com</B></td>
</tr>
<tr>
<td colspan="2" align="center">Recipients</td>
</tr>
<tr>
<td colspan="2"><B>samplerecipient@localdomain.com</B></td>
</tr>
</table>
</P>
Regards, <BR/>
GFI ContentSecurity.
</BODY>
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</HTML>
XSL Template

<?xml version="1.0"?2>

<xsl:stylesheet xmlns:xsl="http://www.w3.0rg/1999/XSL/Transform"
version="1.0">

<xsl:output method="html" omit-xml-declaration="yes" standalone="no"/>
<xsl:template match="/properties">

<HTML>

<BODY>

On <xsl:value-of select="longdate"/> an email was blocked which has violated
the following rules:<P/>

<xsl:for-each select="infringedrules/rule">
<B><xsl:value-of select="."/></B><BR/>
</xsl:for-each>
<p>
The following action(s) were taken: <B><xsl:value-of select="action"/></B>
</P>
Additional information:
<p>
<table border="1">
<tr>
<td>Subject</td>
<td><B><xsl:value-of select="itemsubject"/></B></td>
</tr>
<tr>
<td>Sender</td>
<td><B><xsl:value-of select="itemsenderemailaddress"/></B></td>
</tr>
<tr>
<td colspan="2" align="center">Recipients</td>
</tr>
<xsl:for-each select="itemrecipients/recipient">
<tr>
<td colspan="2"><B><xsl:value-of select="."/></B></td>
</tr>
</xsl:for-each>
</table>
</P>
Regards, <BR/>
GFI ContentSecurity.
</BODY>
</HTML>
</xsl:template>

</xsl:stylesheet>
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16.2 Setting Virus Scanning APl Performance Monitor
Counters

When you install GFI MailSecurity on the Microsoft Exchange machine
directly, you can use the Performance Monitor MMC to keep an eye on Virus
Scanning API performance through the performance monitor counters made
available by Microsoft Exchange.

NOTE: The VSAPI performance monitor counters are only available on a
Microsoft Exchange Server 2007/2010 machine with the Mailbox Server Role
installed.

16.2.1 Performance counter in Windows 2003 Server

To add and view, the performance monitor counter in Windows 2003 Server,
follow these steps:

1. Click on Start » Control Panel.
2. In the Control Panel window, double-click Administrative Tools.

3. In the Administrative Tools window, double-click Performance, to start
the Performance monitor MMC.

N

. Press Citrl+l to load the Add Counters dialog box.
. From the Performance object list, select MSExchangelS.
. Click Select counters from list.

. Click Add.

5

6

7. Select one of the Virus Scan counters as listed below.

8

9. Repeat step 7 and 8 to add all the performance counters you want.

10. Click Close.
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Screenshot 108 - Adding VSAPI performance monitor counters

The information provided below is also available from the following link:
http://support.microsoft.com/kb/285696

16.2.2 Performance counter in Windows 2008 Server

To add and view, the performance monitor counter in Windows 2008 Server,
follow these steps:

1. Click on Start » Control Panel.

2. In the Control Panel window, double-click Administrative Tools.

3. Double-click Reliability and Performance Monitor.

4. In the monitor dialog, expand Monitoring Tools and select Performance
Monitor.

5. From the right panel click the Add button to add a new counter.

6. From the Select counters from computer drop down, select the computer
to monitor.

7. From the list identify and expand MSExchangelS.
8. Select the process to monitor and click Add.

9. Repeat step 8 for each process.
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Screenshot 109 - Adding VSAPI performance monitor counters in Windows 2008 Server
10. Click Ok to apply changes.

16.2.3 Performance monitor counters
The following VSAPI Performance Monitor counters are available:

e Virus Scan Messages Processed - This is a cumulative value of the total
number of top-level messages that are processed by the virus scanner.

e Virus Scan Messages Processed/sec - This counter represents the rate
at which top-level messages are processed by the virus scanner.

e Virus Scan Messages Cleaned - The total number of top-level messages
that are cleaned by the virus scanner.

e Virus Scan Messages Cleaned/sec - The rate at which top-level
messages are cleaned by the virus scanner.

e Virus Scan Messages Quarantined - The total number of top-level
messages that are put into quarantine by the virus scanner.

e Virus Scan Messages Quarantined/sec - The rate at which top-level
messages are put into quarantine by the virus scanner.

e Virus Scan Files Scanned - The total number of separate files that are
processed by the virus scanner.

e Virus Scan Files Scanned/sec - The rate at which separate files are
processed by the virus scanner.
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e Virus Scan Files Cleaned - The total number of separate files that are
cleaned by the virus scanner.

e Virus Scan Files Cleaned/sec - The rate at which separate files are
cleaned by the virus scanner.

e Virus Scan Files Quarantined - The total number of separate files that
are put into quarantine by the virus scanner.

e Virus Scan Files Quarantined/sec - The rate at which separate files are
put into quarantine by the virus scanner.

e Virus Scan Bytes Scanned - The total number of bytes in all of the files
that are processed by the virus scanner.

e Virus Scan Queue Length - The current number of outstanding requests
that are queued for virus scanning.

e Virus Scan Folders Scanned in Background - The total number of
folders that are processed by background scanning.

e Virus Scan Messages Scanned in Background - The total number of
messages that are processed by background scanning.
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17.1

17.2

17.3

17.4

17.5

Troubleshooting

Introduction

The troubleshooting chapter explains how you should go about resolving any
software issues that you might encounter. The main sources of information
available to users are:

¢ The manual - most issues can be solved by reading this manual.
o GFI Knowledge Base articles

o Web forum

¢ Contacting GFI Technical Support

Knowledge Base

GFl maintains a Knowledge Base, which includes answers to the most
common problems. If you have a problem, please consult the Knowledge
Base first. The Knowledge Base always has the most up-to-date listing of
technical support questions and patches. To access the Knowledge Base,
visit http://kbase.gfi.com/.

Web Forum

User to user technical support is available via the web forum. The forum can
be found at: http://forums.gfi.com/.

Request technical support

If you have referred to this manual and our Knowledge Base articles, and you
still cannot solve issues with the software, contact the GFI Technical Support
team by filling in an online support request form or by phone.

e Online: Fill out the support request form on:
http://support.gfi.com/supportrequestform.asp. Follow the instructions on
this page closely to submit your support request.

e Phone: To obtain the correct technical support phone number for your
region please visit: http://www.gfi.com/company/contact.htm.

NOTE: Before you contact our Technical Support team, please have your
Customer ID available. Your Customer ID is the online account number that is
assigned to you when you first register your license keys in our Customer
Area at: http://customers.gfi.com.

We will answer your query within 24 hours or less, depending on your time
zone.

Build notifications

We strongly suggest that you subscribe to our build notifications list. This
way, you will be immediately notified about new product builds. To subscribe
to our build notifications, visit: http://www.gfi.com/pages/productmailing.htm.
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